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1 £ 9 Y A 9 Ao w o @ . . ~ 1 ] 09;
NRUINNIHUIVD NITUIUADUISAIINNHUINNAIAUAINNEIATY (Priority) NFPINIUNMUY
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1 Aq ¥ d v Y A = = A < <3 oaz’ 3 1
ﬂgﬁN“]‘V]Glflﬂ‘]J‘LlG]’J’t’)'l\‘l’ENL‘IJifJ‘]_lLWﬂULWﬂ@iDﬂﬁﬂULEWﬂLﬂﬁuu gmﬂ‘uagclu
o 4 ] 1 1 4
anbazvedliadonnu (Text File) Iaslimsutenguamiszmnuoanmsyngn  wu g
<3 { a v 1 ) [
ftp.rules ﬁ]SLﬂ‘]Jélgl}ﬂiJ”aﬂﬁ‘].!ﬂi“ﬂﬁl"i’]}"llﬂﬂﬁ‘]_liﬂ"li FTP LLﬁSi]ﬂ‘]Jﬂ‘Wiﬂ\W]N“’]sll’ﬂxﬂﬂil,!,ﬂillfﬂﬁﬁll

9 Y 4
v3mstl idludu Tasngiisnualsznoudae lwddane 1l

attack-responses.rules  icmp-info.rules p2p.rules telnet.rules
backdoor.rules icmp.rules policy.rules tftp.rules
bad-traffic.rules imap.rules pop2.rules virus.rules
chat.rules info.rules pop3.rules web-attacks.rules
ddos.rules local.rules porn.rules web-cgi.rules
deleted.rules misc.rules rpc.rules web-client.rules
dns.rules multimedia.rules rservices.rules web-coldfusion.rules
dos.rules mysgql.rules scan.rules web-frontpage.rules
experimental.rules netbios.rules shellcode.rules web-iis.rules
exploit.rules nntp.rules smtp.rules web-misc.rules
finger.rules oracle.rules snmp.rules web-php.rules
ftp.rules other-ids.rules sql.rules x11.rules

nuaazdeli Inseaianandosdau laun Rule Header ttag Rule Options

19311 3.3
Rule Header Rule Options
319 3.3 Taseadevanvesng luTisunsy Snort
Tudau Rule Header 1/52noudsTnsaes196os fagili 3.4
Action Protocol Source Address Port Direction | Destination Address Port

517 3.4 Tnsesadwaauilsznoudesuo9 Rule Header

. < ' Aq ¥ . A 9 3
1. Action Lﬂumuﬂﬁhﬁzuﬂizmmm Action memauﬁama“lmmmmmq
A ¥
@]'IMQ@‘L!UlGUGU’ENﬂQ ‘1J3$ﬂ’f)°]J§°YJEJ
< . Y a I ¢ ! D,
- Pass L‘]JL! Action Glmwmmmmmﬂmm Llﬁxﬂaﬂﬂjﬂﬂﬁﬁi’ﬁ]ﬁﬂﬂ

o a 1 [ 9J d' A
autuae linungdevae
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< ) Yo 2 o = 2 & o Ao
- Log 1l Action Tdmsnutiufindeyaveuinhaiu awidimus
Y J a o v 3 Jd 1 <} v KR 9y ! I~ 9
PulWdnouilnsduvesduduees wu inutiuiinasgudeyanies Hudu
< . 9o d o = & & o , ) ™
- Alert iU Action TR msmuuinuiniaiyu Ad1e (Log Action) 1@l
@ { o J a\ o [ T o [ S o J
msududousieats amnsmua 3 luldaeuilmsdu wu dedgyanaudousdsliinudala
[ I
3o ldenouTya fudu

. < o o dqu A v D 2 & S o A
- Activate Lﬂu Action V]i%ill@@]@\‘]ﬂ”liiﬂ@]ijﬂﬁﬂUHWﬂlﬂ@uﬂfJﬂﬂam@@u

(ﬁslﬂgf} Dynamic Action) on

A Aq 9

1< { y o
- Dynamic 1i]u Action Ngn1dTasngdeduinld Activate Action 1ive 111
2 Yy o y & . A
mimnﬁammmﬂmmﬂﬂmauumaﬂgiumamﬂu Dynamic Action ®f)
I ' { a <3 3 . a
2. Protocol tHudun1dszywiialis Ianeavesininanng oz ldnaisan
v
a329801 Usznevuade s lanea IP, ICMP, TCP ttag UDP
I~ 1 { 1 1
3. Address iludunldszyueaasd Usznoudlogesaiulaun
) 1A 3 <
- Source Address 19321uraINMIVRIHNAA
. . Y ! 3 g
- Destination Address 1%izu11wmﬂmamwmuwﬂmﬁ
4 3 3 0 v =t
Famsszyueaasaueinadmsofue ldnwuuvmesay lod
S ad
uoansd (IP Address) Hagnmie@uiaisn (Network ID) Iaeamnsoszy laaugiuuy

Classless Inter Domain Routing Address (CIDR) A9A13199 3.2

CIDR Block Subnet Mask Number of Class C Address Hosts
/14 255.252.0.0 1024 262144
/15 255.254.0.0 512 131072
/16 255.255.0.0 256 65536
/17 255.255.128.0 128 32768
/18 255.255.192.0 64 16384
/19 255.255.224.0 32 8192
20 255.255.240.0 16 4096
/21 255.255.248.0 8 2048
/22 255.255.252.0 4 1024
123 255.255.254.0 2 512
24 255.255.255.0 1 256
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/25 255.255.255.128 ? 128
26 255.255.255.192 ? 64
127 255.255.255.224 1/8 32
/28 255.255.255.240 1/16 16
/29 255.255.255.248 1/32 8
/30 255.255.255.252 1/64 4
/31 255.255.255.254 1/128 2
/32 255.255.255.255 1/256 1

#1519% 3.2 CIDR Block Addressing nu: http://www.rfc-editor.org/rfcsearch.html

U ueAasd  192.168.1.3/32  l¥szyunununoay lofitoamsa  192.168.1.3  uoaasd
F4
192.168.1.0/24 ¥3zyunusrevinoay lefineaasadua 192.168.1.0-192.168.1.255 1Hudu
winome : ansalFReaTa Any ununminoavteansala
4. Port Number I¥3zpnomvweialuniinfanindunialilfslatems
Tageuninszyuuumzanseszpilusinuneonunesanld fu 81523 Source port 23
= 2 & a4 v ad %
N0 MITATIFOUUNANATNTUAULIN Telnet 155 W1I03
an o Y [
Tz yYnIeUND A lALn
F4
- Port Ranges 1% A4UANDTA 1024-2048
alert udp any 1024:2048 -> any any (msg: "udp ports';)
- Upper and Lower Boundaries 15U %29Aqua 0-1024 521 Taald :1024
uazaeduanesa 1000 Yu'l 521 Tasls 1000:
alert tcp any :1024 -> any :1024 (msg: "tcp ports 0-1024";)

alert tcp any any -> any 1000: (msg: "tcp upper 1000 ports";)

[
=

(] 4 4 4
- Negation Symbol 13U ADIN1TILYNDIANINDIABNAUNDIANTZY
log upd any any -> any !23 (msg: "Everything but upd port 23";)
. . Y] a a oA 3
5. Direction 1%5$uﬂﬁﬂ1QGlUﬂ']§W%'lﬁﬂﬂllﬁﬁ\ﬁ/]NWLLaZﬂﬁ’]U‘ﬂ’NﬂI@Q!LWﬂlﬂﬁ

[ [ td‘ﬂ/

Taodadnyainly laun

g

[ % o 1 ]
- > Mudnovesdyanyel IFunuLan (Source Address, Port) @21

< <
g lFumnualalenie (Destination Address, Port) YoUNANA
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[ [ L 1 1
- < euvnvesdanyal IFunuUraI (Source Address, Port) &9
< <
dudneldunualaienia (Destination Address, Port) YA

vy A v A I o a
- <>hlclflllf’]@]ﬂﬂﬂ’]'ﬁWi]”lim”lllwﬂ!ﬂ@ﬂlﬂﬁ@uﬂqﬂiuﬂﬂﬁﬂﬂﬂﬂ‘ﬂ1\3

, & & Ao & 1
Tn39er319909 Rule Options 52109 510az00a0 199 Meluuiinnaniuiude
1 1 a 4 1
m3asvdey 1wy msszymmeluiladuaz Tslaneadng Tassadnnelulszneudas
daugoy 13071 Section UARY Section NI TABIATOINNIG ; (Semicolon) HAz1lTZNOUAIY
1 9 " Adad Ia < 4 [ d‘!
aeaau ldun AdITa (Keyword) 182 8130UNUA (Argument) HenNAU IABIATBINNY
adadd

1 J 1 Ia < 4
(Colon) 15U msg: "Detected confidential”; AGIITAUDY Session HAD msg AIUDISNATUAND

"Detection confidential"

sUnuUA199 lumstmua Rule Option Taun
& Acad Aq Y ) & g g A
1. Rule Content LﬂUﬂﬁlL'JiﬂﬂGlG]fGluﬂﬁﬂ3’J%ﬁ@ﬂﬁﬂumﬂﬂﬁlﬂﬁuwmﬂﬁ N
A Ao
G]i’)%ﬁ@ﬂ'l’ﬂluﬂﬁWﬂ!ﬂuﬂﬁuﬂzﬂ
zﬂy A 9 =
1.1 ASCII Content NTFIEUYUDWINADINITATIVADULUULOAN Iﬂﬂﬁg‘u
v 4 ) A y & & A v A
ul,ﬂﬂ"lﬂﬂlulﬂﬁﬂﬂﬁll%’] " (Quotation) ﬂﬂﬂmﬂﬁluﬂgmawmmmsmzumamgmuu"lmwwmu
Y
ABANTU AID 1B
Alert tcp any any -> any any (content: "malicious string /etc/passwd''; msg: "Searching for
ASCII Garbage!" ;)
2% g =q ¥ Y a o .
mﬂmgﬂﬂummumam "malicious string /etc/passwd" melu
) & ¢ g
TIULUHDWIVDILUWNING
. 1< dy Ay =)
1.2 Binary Content L”]Jl.!fﬂﬁ'H'ZHL'L!’E)‘HTVW]’E]\iﬂﬁ@]'ﬁ’)%ﬁf]‘]J!L‘U‘UUlUUWi Iﬂﬁl
szymelunToaning | (Pipe) A1081913U
Alert tcp any any -> any any (content: "[0000 0101 EFFF|"; msg: "Searching for Garbage!";)
: { g v W ' I A {a [
Favoyaniu lniaunsagnansuldie vaziuisndenldnuly
v o ' 1<
Tilsunsusndudoya (Sniff) 151 TCPDump, Ethereal, Iris 1T udu
< { { o
1.3 ASCII and Binary Content 1{umssz1lomideansas19aouns
= ~ Y @ @ 1 1
LL‘]_IIILL@E‘TﬂLLaS“lUHﬁ maimgmammm AIDY NIV U
Alert tcp any any -> any any (content: "|0101 FFFF|/etc/passwd|E234|"; msg: "Searching for

Mixed Garbage!";)
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14 The Offset Keyword I1¥lumsszydmmniasudulumsdunmso
dy <3 <3 Y [ [l o o [ 1 A Y] 1 [
asndoutorineluuinng Tniduseltusmnuesdsurandiuou dred1usu
Alert tcp 192.168.1.0/24 any -> any any (content: "HTTP"; offset: 4; msg: "HTTP matched";)
Y ' Y
1¥lumsdumar "HTTP daua ludiavestoyariion
Y 1 dy Ay
1.5 The Depth Keyword 1511uM13521%29u001110M1NADINIIAIINAOU
I I o A ' o @ o 1 4 4 '
aulud) Iiueelsuasusiuiueatdundndiuduiiorislums Minimize CPU ag
Y~ J o 1 1
Optimize Speed VOIAUTULLOS AIDH LT
Alert tep 192.168.1.0/24 any -> any any (content: "HTTP"; offset: 4; depth: 40; msg: "HTTP
matched";)
FY Y o 1 v o A = 45/
T lumsAunIAT "HTTP" 521INA0NYIN 4 D9 40 Vo lwtlonn
I @ % v A 1 o
1.6 The Nocase Keyword (Huseltuniialuamdinamnsaldsuiy
4 Y 1 3 I
Keyword Content dUdna03f Id1n Offset taz Depth 1HTumsdumdoyaluuiinnanuy
o [ < < [ A I~
Intensive W@ 1MSUMIATIVTOUUNNAAUDS 115 Ianoa TCP U USMS Telnet, FTP 11l
A doenauy
Alert tcp any any -> any 23 (content: "administrator"; nocase;)
o 1 . /) < 1<} a
Gl%ﬁi?i]ﬁﬂﬂﬁﬁ?ﬂ "administrator” 718 1ULANAADTNIT Telnet
. 9 v o Y a I3 4
1.7 The Session Keyword Gl“]fﬁlumiﬂﬂﬂﬂmﬂyaﬂizlﬂﬂlﬂaﬂﬁmf}% (Clear-
2 & Aq Y a A v
Text) VnuiinnanlFlumsandedearslaegllslanea TCP wazamsauaaInaoonil la
k4
douuy launuaasdoyalugiuiaimsandenavua (Session: ALL;) #3elduaaunniz
9 ~ a 4 9 \ . % 1 (]
m@yaﬂﬁ1miawmwaaﬂm"lﬂ (Session: prlntable;) AIDYNLBU
Alert tcp any any -> 192.168.1.0/24 110 (session: printable;)

9 3 9 4 1 a a 4
1615111!ﬂ'15!,ﬂ‘]_|611f]3§|”aFl]’lﬂﬂ’]ﬁl“d]fflﬂﬁflellﬂﬂﬂiﬂ'ﬁ POP3 LLUUFIWITONUN

1.8 Uniform Resource Identifier Content 1%1umsasivaevdoyaludiu
A ~ o = = v 9 z < < Y @ dy
URI aaununsgiimsasnaeuneumeunudoyanauminms  awisolyeedsunlums
A 99 1A A o ¢ & & o
sz1me liasNae LR MIZA UGNV (Request) MY URT Y 3uWADANITY AI08191%1
Alert tcp any any -> any 80 (msg: "WEB-CGI /cgi-bin/phf"; uricontent: "/cgi-bin/phf";)
. I 9 o o A ' ~ =
1.9 Regular Expressions L‘]JL!ﬂ”liGlﬂfﬁigﬁﬂﬂmmﬁﬂ%iﬂiumilﬂiEJ‘]JL‘VIEJ‘]J
° { < ] v v o U .
Aumalumsasngeuilom luuiinifa aunsoldldaesdyanyalldun 2 (Question mark)

I 1 Y ¥ Y
FlFunud19ny3 1anilada uag * (Asterisk) 1UnuUADNIAWANTIdIVU 1 Frvgrau
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Alert tcp SOUTSIDE any -> $DMZ 80 (content: "../*../"; regex; msg: "Bad Example of a dot dot
attack™;)
& v Aq I ° & 1 ]
1.10 Flow Control Lﬂu@ﬂﬂ%u%iﬂf1Uﬂ1iﬂ1ﬂu@ﬂ1iL"]§fJiJG]’EJGIJENLLWﬂLﬂG]
vuTsTanea TCP ldausiunvendduau Tasmsldauezeglugiuuy flow: <OPTION>

TasA1 OPTION N Nsomuua laNaIa15199 3.3

Aoollru RAGESIRN
to_server Passes true on packets sent to the server
from_server Passes true on packets sent from the server.
to_client Passes true on packets sent to the client.
from_client Passes true on packets sent from the client.
only stream Only activates on reconstructed packets or packets within an established
stream.
no_stream This instruction is the opposite of the previous example and does not pass

packets that are recon-structed or within an established stream.

The established instruction will activate on packets that are part of an
established established TCP connection or session.

Modified from the original Snort stateless instruction, the Flow Control’s
stateless option is geared toward activating on packets regardless of state.
stateless Various static attacking tools such as stick send stateless packets in hopes
of executing a system- or network-wide denial-of-service (DoS) attack.

The stateless option must be used without the flow: prefix.

13747 3.3 Flow Control po1/F1;
CPLERNIE T
alert tcp $DMZ any -> SEXTERNAL any (msg: "Server Potentially Sending Sensitive Info";
flow: from_server; content:"root:: ;)
Funsasndeuuinfafigndennaioudsinesiinseng
s iaruvesssuuliianseiinglusuasesneuen
111 Contentlist  Option  1fueelduiilFszyve ldnifuAadisamn

9 Y 1 dy =] @ l [}
@l’fNﬂ’lﬁﬂUW']ﬂ'lflGluﬁ'JULuﬂﬁ'lsU’ﬂ\uLWﬂlﬂﬁ AIDYNLYU
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alert ip any any -> 192.168.1.0/24 any (content_list: "porn"; msg: "porn word matched";)
3 o A 72 sad 0
Wumsdumdnszyulvdse pom  Usznovdredisadud
' . { ¢ o
1un "porn" , "hardcore" La& "under 18" Tudnutionveswining
. d adad Aq d‘ddy ]
2. 1P Options  Hungnsanlslunmsnsaaeumsynynninug Loy
a =]
dumosnialas Ianea (IP)
. . [l ) < < 9 .
2.1 Fragmentation Bits Tudauirvouiinima 1P Usznouale Flag bit
o & 9 < o = a 3 « Y
a3 g lumsuS nua e Suo AN uaLN g llﬂllﬂ

- R (Reserved Bit) #agnadiu Blddmsumsldaulusuna

LY a A o3 g 2
D (Don't Fragment Blt) ﬂ'lﬂﬁugﬂlmﬂllﬁﬂqj']!LWﬂm@] IP ulli]ﬂ:]ﬁgﬂ
< ¢
U5 niuua
LY a & g " A < /s
- M (Move Fragment Bit) ﬂ’]ﬂﬁugﬂlmﬂllﬁﬂﬂj'luﬂ1ﬁllw5ﬂlﬂu@LlWﬂ
g A o A \ Y A Ay < A < 7 o ) A
Lﬂ@luﬁmﬂﬂﬁmummgﬂﬁﬂﬂ ﬂ’]ll@]ullilaﬂ!‘;lﬁﬂLLﬁﬂ\?'ﬂﬂ!ﬂUﬂ’]ﬁlW\lﬁﬂluu@ﬂﬁqq@ﬂqﬂ (1150
A < d g
ATUAYY) VOILUNNLNH TP U

= ) ] o A A A A A
FIVTTANLUNTND10 19152 Terriarndawialsl 1unis Tauansoauni

] (] I A 1 o
Joyaszuuniontela wu madnie D awnsoldlumsasivdouar MTU Mgaazgaga
) ) 2 Y
yudunisnnniesduma llduaieslaremaiugld  aziiumsldeoed¥u  Fragment bit
4
1 o <3 Y] [ 1
aw130a529a01 1891 Flag bit Wugnidnnse 1 dred1usu
alert icmp any any -> 192.168.1.0/24 any (fragbits: D; msg: "Don't fragment bit set";)
<
2.2 Equivalent Source and Destination [P Option 15 lumsasIvauuin
3 Ax A A e 1Y < A A o % 1 ]
nanimslasuriedasuuilasviuvasaumaazdatematunmeinu areg1awsu
alert ip any any -> any any (msg:" Same Source and Destination IP Address"; sameip;)
. A o A A 492/ 1 o
2.3 1P Protocol Option 1%1umsnsdaaevesildungniiuyuunludiu,
2 < £ a = 1 4 9 1 .
Yoaunning 1P Failnavziing 20 lua Taemsldauezedlugiuny ipopts: <IP_OPTION>;

TagA1 IP_OPTION Nenunsafviuald aan1s1ei 3.4

IP 901U ABTLY
eol Used to specify the end of an IP list
Istr IP loose source routing
nop Used when there is no IP option set
T Record route
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satid The IP stream identifier

sec The IP security option, also known as IPSec
sstr IP strict source routing

ts The timestamp field

@15197 3.4 Snort IP 00U%U NN http:/www.rfe-editor.org/rfc/rfe 791 .txt

L g ¥ o L S v
FaRynnas0lgeelsumaritilumsdissndeyaunssuuy
A Y v o 1 vy YAy o
n3ove Iy mM3ldeoldu lsr uaz s 3r0lddyngnansoasnnden lANTidumaiu
VUILUVINT OV 1003 INTD 1 AI0819151
alert ip any any -> any any (ipopts: Isrr; msg: "Loose source routing attemp";)
. b ' < L ay 4
2.4 1D Option 1¥lumsasrvgeumruiguinsnmualuian Fragment
I @ <] <3 ' Ay .
D luduiveudinna 1P Tagmsssymumgaunaeinsnseaey  Tugiluuy  id:
<ID_NUMBER>
’ . 9 A A J
2.5 Type of Service Option 14 lumsasrvaeunnszyluiaa Type of
v @ < <3 % 1 1
Service (TOS) Tugauvesuinda IP @21081915U
alert tcp SEXTERNAL any -> $CISCO any (msg: "Cisco TOS Example"; tos: !"'0";)
3 a A o 7 A
1¥lumsasandeuuininannmeueni ldsginsal Cisco Rlia1lu
[ Y 4
TOS Field laitniniugud
4 . [ [ ] . Ao 9 9 [ d 09/’
naeie : Tuginsal Cisco JUINIVNIU TOS Field N3 UANABUTUFUHIN1TY
. N . 9 1 =\ 4 1 %
2.6 Time-To-Live Option Mlumsasivaevaluiaa TTL luaiuwin
3 & ' {
Younna IP Tagszynal TTL Adeemsnsavdoulugiuiyy wl: <TTL VALUE>
£ . g v o v ) A v
Faa1 TTL tennsoldlumsdisdeyaduniauuszuunionio
v 5 Y ' Y A A 9
ﬂf]ﬂiﬂiuﬂiuﬂizm‘ﬂE‘T”Ii’JiJLZ‘TuVINLGIm traceroute, tracert, netroute L‘]Ju@u Iﬂﬂmﬂiﬂﬂ@u‘ﬂﬁ
(] <3 < A 1 £ 9 Y Ay o 1 dy
vdauinng UDP filim1 TTL Al W lduudunendesmsdisne a1 TTL dazanainn
d A 2 & a ' & A & ¢ ALV &1
ATINUANINARUNIAIY Hop 199 duiea1 TTL Uauilugud 1sunesazaauiinna ICMP

o o A v Y 2 ~ A A g < =
ADUNAVNIIUATDIAUNN Llagﬁ]TﬂﬂJ@HmLWﬂLﬂ@] ICMP U®D3 NATDINUNINNITNIIUDN

v
o 9

~ v 1 9 1 < < A
‘w3J1mam"lawgmmmﬁmammaimuumﬂ Hﬂ!ﬂ11ﬂiuﬂill traceroute &NLWNLNA UDP A
< v A 2 3 a 2 o I Ay < o 7 %

TTL Lﬂ‘lﬁ’ﬂ LiJE]LLWﬂLﬂmﬂuVINll‘]JﬂQ8@!51!,{5]85‘1/] Hop %1 A1 TTL ﬂ%mmuqummmwmm
<3 1 <3 <3 [ I Y o Y P2 o w Y
NASHAWUNNNG ICMp ADUNAVIN L‘lJ‘L!G]Ll ‘Vlﬂﬁﬁ"liﬂiﬂ@ifli]ﬁ’@‘ﬂllﬂ’Jﬂﬂiﬂ”lﬁ\‘]”l/‘lfJ”IEﬂinl‘b’

dy A 1 oA 1
TiJmﬂ‘mﬂizmwum’mﬁamwmmammmmagm@‘ln
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2.7 Ip-proto Option Wueeiliunldlag 1P Proto plug-in Tumsee
asnasum s lanoaludniveaminda 1P Iagldmsdredaninaaviazse il lanoa

4 ]
nnlild /etc/protocols LB

ax.25 93 AX.25 # AX.25 Frames

ipip 94 IPIP # Yet Another IP encapsulation

micp 95 MICP # Mobile Internetworking Control Pro.
scc-sp 96 SCC-SP # Semaphore Communications Sec. Pro.
etherip 97 ETHERIP # Ethernet-within-IP Encapsulation
encap 98 ENCAP # Yet Another IP encapsulation
A108191%1

alert ip any any -> any any (ip_proto: ipip; msg: "IP-IP tunneling detected";)
300193521 Iaeldamuaay s Tanoaunu 1@ wu
alert ip any any -> any any (ip_proto: 94msg: "IP-IP tunneling detected";)
3. TCP Options Lﬂiﬁﬁﬁ%ﬁi%’hﬂﬁ@inaaummﬂqﬂﬁﬁﬁugmaéuu

s Tanoa TCP

3.1 Sequence Number Option 1¥1UMIATINADUHIBAVEIALUDS
usintAnluTlad Sequence Number uuiinida TCP Tugiiiiy seq: <SEQUENCE NUMBER>

3.2 TCP Flags Option 1%’1uﬂ13ﬁiaﬂﬁauﬁ1ﬁﬁzu1uﬂaﬁ Flags TUaIU
voaudiniia TCP Tuziluuy flags: <TCP VALUES>; lausn TCP VALUE fesodmua

JyA o A
1Atiaa15190 3.5

TCP Flags RRGEFIRL

The option to check if the ACK flag is set.
The option to check if the FIN flag is set.

The option to check if the PSH flag is set.
The option to check if the RST flag is set.

The option to check if the SYN flag is set

c »v ® w T >

The option to check if the URG flag is set.
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0 A unique option to detect if no TCP flag has been set within the packet.

1 The 1 option determines if the reserved bit 1 is set within the packet.

2 The 2 option determines if the reserved bit 2 is set within the packet.

+ The addition sign is used to determine if a specific flag is set and followed by

other TCP flags. Ex: A+ triggers on any packet with the ACK flag set in
addition to other flags.
* The asterisk is a wild card character that you can use to specify any flag that
matches on any specified flags. Ex: *AS triggers on all packets that have the
ACK or SYN flag set.
! Likewise to most negation commands, this checks to see if the packet does not

have the specified flag set. Ex: !S triggers on all packets that do not have the

SYN flag set.

#15199 3.5 Snort TCP F lags N http://www.rfc-editor.org/rfc/rfc793.txt

T a J
33 TCP ACK Option Mlumsasivaeuinmluflad  Acknowledge
3 g A o o o < < =
Number gy Non-True Value 130 Wi TagWladtiazudasmingavyeaiining TCP fivg
(N 2 (dy o w G 1 A a 4 3 <3| 1 Z
gnaae 1 Faladtivzdiigndeison luilod Flag gnidmitlu ACK miniu
@ i ] 9 a dy A
a1y Tlsunsy NMAP ansolumatiatlumsaunuinies
13 g o ¢ Ay v S v S
ifhvune Tasmsdeuining TCP Tdanesandesmsasiadon wioudne Flag 11 ACK
< o < g & A a v 4 v
118 ACK Number i1lugud uaziJumsizuinnatiszgnileasnduin laainiedilarenia ade
S 2 A g . & A Yo & g g '
unininangnIsna1 1Y Flag Field iihu RST o Ti/sunsy NMAP 1d5nuiinifa RST 4 Audagdn

1T A

A = £ Qddy I Yo A A [ Y a
RN GRS GIRER! GIN’J‘ﬁuﬁnJﬁﬂel"’]fvlﬂﬂmﬂiﬂQWﬂ@\iﬂuﬂﬁmlﬂu@?}ﬁlﬂﬁﬂalﬁ‘ﬁﬂﬁ

Ping 1111 ICMP Echo Request 10819151
alert tcp any any -> 192.168.1.0/24 any (flags: A; ack: 0; msg: "TCP Ping Detected";)

Y

A Q adad ~q Ao A '
4. ICMP Options (HungnsanlgluminsindounsyngniunugIveguy
115 Tanoa ICMP
. P4 1 a 4 .
3.1 ICMP ID Option M¥lumsasivdevua1ludlaa Identifier n1elu
' o ] & s o . 3 g Ax a
druvoiinfg ICMP GaWlaa Identifier 9151 undinifa ICMP flytiailu 1CMP
1 Y
Echo Request 1tag ICMP Echo Reply #3gnl¥TaoTisunsu Ping Tasuiiniiaiidesriiaazgn

1 R W 1 A A o 1 o 9 A A o [ 1 < I
AINNUITEHINATNNNINMTAIULASTVUDYA IﬂEJLﬂ5@Qﬂﬂ1ﬂ1§ﬁﬁﬂ$ﬁQLLWﬂlﬂ@ Echo Request
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o A o A 2 g Ay = A g 1 a4 g
ligunsessutaenmae Weunmnail lUdanTesaremenezaauiiniia Echo Reply oy
o ' o o= g p o2 a & 2 2 A y
navw e ludaatvalslsgTenilumsasaaeuiunnmnaladluuinmnangnaeunauun
A1081915 U
alert icmp any any ->any any (icmp_id: 100; msg: "ICMP ID=100";)
3.2 ICMP Sequence Option ¥ lumsasraeualuilad Sequence
' o < < o 1 ]
Number Tuauiavowinia ICMP @19819151
alert icmp any any -> any any (icmp_seq: 100; msg: "ICMP Sequence=100";)
1 a 4 1 o
3.3 ICMP itype Option 1% 1umsasavaevailuilad Type ludiuives
<3 <3 A Bld' af o'dy @ (] 1
uAnNA ICMP tWaA3aUMIYN3N Iaens 1snseyluaail dregruru
alert icmp any any -> any any (itype: 4; msg: "ICMP Source Quench Message received";)
3.4 ICODE Option Mlumsasnaeumluilad Code Iludiusives
<3 < £ a e’dy Y A = 9 ] A 4 a A 1 1
uinne ICMP a1 ludaai lsesuiesieaziooams lvauvesn luilaa Type o0 tvualu
4N7 < v ] 3 A4 . 4 a0 Sa gy
Waa Type 11y 5 naasiwininalidulsginn ICMP Redirect Fauvininalszinniinalanin
[l Y Y
waoaune Fearquianiusggnizyeg luilagd Code to9 19u
o oo @ " 3 g .
- 91Waa Code = 0 @I NI UL NANA Network Redirect ICMP
Y a P4 1 g < <3 .
- 91an Code = 1 aaailuunnna Host Redirect ICMP

Y a o g 3 g . A
S ’m‘V\Iﬁﬂ Code 2 uammﬂuuwmﬂm Redirect Lu’fNﬁﬂﬂ‘]Jiglﬂ‘Vl

GU’EN”]J?ﬂﬁLLﬂ%‘i%U‘]JLﬂ?fJ"IhEI

Y o o g 2 o . A
- 91aA Code = 3 ua@AIUIUUNANA Redirect 1H9910152IAN

a 4
YoIuTMsLaz laad
I~ @ = :
5. Rule Identifier Option 1Hufsnldlumsszysreazideaaiequonglu
Tasunsu Snort i5uranea ID A% lun391984 lenansiinendoazsznnusng
o N [ v Aq U o &
5.1 Snort ID Option A1 SID Wuam 1y lumsduunilszinnvesny sagn

9)031’ 1 Yy a K 1 ] 9 1 o dy
TdnaludiuvesTuga Output 1Az Logging lun1581984nang Tasa1 SID wia laamaaeaail

F2961 QREAGARYY
0-99 Reserved for future use.
100 - 1,000,000 1§15V Ruleset ¥04 1151051 Snort
above 1,000,000 Glflﬁﬂfl Custom Snort Rules.

#1519 3.6 B249A1 Snort ID
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f08191% U
alert ip any any -> any any (ipopts: Isrr; msg: "Loose source routing attemp; sid: 1000001;)
.. 9 | AAa o L. A A A
5.2 Rule Revision Number 19ua@a3a13 3% (Revision Number) lunsaing
9 9 dy v a o 1 1
msud lungdefiningduunaudn ded1umu

alert ip any any -> any any (ipopts: Isrr; msg: "Loose source routing attemp; rev: 2;)

1 o o 9 ]

5.3 Severity Identifier Option 1¥3zMd1AUAINS BLTWDING Feliog

Qq U

awszan 1dun 1,2 uaz 3 Tagha 1 vunedeieussiga aioe1aa
alert ip any any -=> SINTERNAL 21974 (priority: 1; msg: "Bad Worm Backdoor™;)
5.4 Classification Identifier Option 4 lumsszysziananuionsalu

=

) o ' £ 1 o w A Y v J
m3yngndmsunga1ea luTusunsu Snort Fantitlsznnamdauanudes laaedl

Usznnainndeags GRGRATRE
attempted-admin Attempted administrator privilege gain
attempted-user Attempted user privilege gain
shellcode-detect Executable code was detected
successful-admin Successful administrator privilege gain
successful-user Successful user privilege gain
trojan-activity A network Trojan was detected
unsuccessful-user Unsuccessful user privilege gain
web-application-attack Web application attack

2 = o
M13199 3.7 Y32ANANNABIGI (A Priority 1)

Usznnanuidesthunans 0T
attempted-dos Attempted DoS
attempted-recon Attempted information leak
bad-unknown Potentially bad traffic
denial-of-service Detection of DoS attack
misc-attack Miscellaneous attack
non-standard-protocol Detection of a nonstandard protocol or event
rpc-portmap-decode Decode of an RPD query
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successful-dos Denial of service

successful-recon-largescale Large-scale information leak

successful-recon-limited Information leak

suspicious-filename-detect A suspicious filename was detected

suspicious-login An attempted login using a suspicious user name was detected
system-call-detect A system call was detected

unusual-client-port-connection | A client was using an unusual port

web-application-activity Access to a potentially vulnerable Web Application

o 3 o
A1319% 3.8 Uszananudssl1unais (AN Priority 2)

Uszinnanuiiead A0T1Y
icmp-event Generic ICMP event
misc-activity Miscellaneous activity
network-scan Detection of a network scan
not-suspicious Not suspicious traffic
protocol-command-decode Generic protocol command decode
string-detect A suspicious string was detected
unknown Unknown traffic

= A
A1519% 3.9 Uszananudesd (a Priority 3)

=1

4 a o o ! . .
IWdnoutlnsFunldimuamsutislszinnie  classification.config
2~ o o . . . - a
AN Hupulumssmuaasil config classification: name, description, priority Taegh
A A
- name A® G]f’f)ellENﬂizmﬂmiuﬂ:;ﬂ (Classtype 114 Snort Rule)
. . A o a 1 d‘ d' 9 % o’/’
- description 19 ﬂ?@ﬁUTEJIﬂEJEJ@VILﬂEJ’JGUfNﬂ‘Uﬂ']ﬁuﬂiqﬂuu
- priority v 1AUANNTIBUTIVDINITYNTN
! I o ' [l
19U config classification: DOS, Denial of Service Attack, 2 Wudy dregrams 1danueu
alert udp any any -> 192.168.1.0/24 6838 (msg: "DOS"; content: "Server"; classtype: DOS;)
5.5 External References 1% 1umsszyunasdoyamuaunionlHdnis

9 g a 73 & o 1 J . @ ' Il
ngvetinndumesiia Faiiuaegluld misc.rules dod1amuy
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alert tcp any any -> any 12345 (reference: CVE, CAN-2002-1010; reference: URL,
www.poc2.com; msg: "NetBus";)
. . 3 A Aq Vo o A A A
6. Miscellaneous Rule Option (JuAdn s muaoelsusugimasvedny
6.1 Messages Option 1#lumsszydeanuinlslumsuiudoussnson
Using luden TWafituinngdeil fedasu
alert tcp SEXTERNAL any -> $INTERNAL 79 (msg: "FINGER™;)
. . Y A g & o = g 2 & < ¢
6.2 Logging Option 1¥sg1jijedosmunuiiuiindeyauininaasaon Tild
HULRHIZIIZN AIDE1UBY
alert icmp any any -> any any (logto: "/var/log/snort/logto_log'; ttl: 100;)
nnngieisziimstiuiindoyauiinfa ICMP AllA TTL = 100 A
Tuldve logto log Tulaisnnes /var/log/snort/

v A

I o { o @ % 4 o
6.3 Tag Option Wueelfuiidirdnesdduniia IHiledesmstiuin

9
E4

v 2 3 A Add ¥ o & & A Y A A qu a )
6IJ’E]lI“ﬁU,‘1/\Iﬂ!,TWIE]°L'!‘1/]LﬂEJ’JSUﬂxif‘FlJLlfI/‘lﬂl,ﬂﬁs*I‘I/]G]ii’Jfl]lft]E]Fiﬂﬂf‘lg;]ellﬁlll LWﬂi%iuﬂ1illﬂi1$WﬂJ®yja
S 2 o A A Y o e ~ Y] A
UWANAYNUUANINYIVDINUNITYNTNU IﬂﬂﬂJEﬂLLUUﬂﬁi%ﬂuﬂ@ tag:

<TYPE><COUNT>,<METRIC>[,DIRECTION] A4¢115 14

4 4 o a
f]Tii‘;]LlJu@] A1DDUY
I
TYPE ﬁg‘u‘ll{gl}!,ﬂu session ﬁt’iﬂ’e’] host
Y I ! ] o = 9 3 3 A Yy o A v A
muJu session %zmuuu‘nﬂmwwzsuagauwﬂmmmﬂmmmﬂumiwam@u
v & g o = Y & 3 o A g
ﬂ"l!’]J“L! hOSﬁ]%Lﬂ‘]J‘]Ju‘VIﬂm'W"IgsUi’)lluml‘wﬂLﬂGWN‘HlJﬂTIlI"ﬁHﬂI@Z‘T@‘IH
° 3 A A 0 3 o =
COUNT TUIULNNNATIDISYSLIATNISNINIINDUUUND
[ I
METRIC M128v09 COUNT 11U packets 138 seconds
9 a <3 I I A
DIRECTION 1%33uﬂﬁﬂ1ﬁﬂl@ﬁllWﬂlﬂmﬂu src 90 dst

Adad

A 4 Saq Y @
M13519N 3.10 E]'lif)jliJu@'V]i“]ﬁ’)iJﬂ‘Uﬂﬁll'Jiﬂ tag
A08131
alert tcp 192.168.1.0/24 23 -> any any (content: "boota"; msg: "Detected boota"; tag:
session,100, packets;)
. . Y Y <3 I
6.4 Dsize Option Gl,"lﬁzuﬂ"ﬂllfJ'l'JsU’fJiJ"an’fN!,LWﬂlﬂﬁ{luﬂ'ﬁﬁﬁ'ﬁ]’ﬁﬂﬂﬂ'ﬁ

' = '
ynynizian Buffer Overflow Iagas1adouaINAIANeYoya lunininalivualng)
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dnntmsenhiuduaviiszy13use i gluuumslny dsize: (<, > #50'WiT) length (< >
length); AI9E19LTU
alert ip any any -> 192.168.1.0/24 any (dsize: >6000; msg: "Large size IP packet detected";)
6.5 RPC  Option M 1umsnsnaouuiinfin1nusmsiuy  Remote
Procedure Call (RPC) Taeligunumsldanune rpm:
<APPLICATION>,<PROCEDURE>,<VERSION>; A108141%1
alert udp SEXTERNAL any -> SHOME 111 (rpc: 100023,*,*; msg: "RPC Statmon Connection";)
6.6 Real-Time Countermeasures Option Lﬂu@’é)ﬂ‘ffuﬁigﬂﬁiyiﬂﬂ 1¥lums

[ { [ @ 1 < <3 @ @ [ 4
WgaeIMIyninAnstanLennusaluwla  Tasmsdwinnaneuaussnay ldumashmn

=~ ] usj =) 1 1%
VBDILNNNAUU IﬂfliJﬂﬁﬁf)‘Uﬁu@\ﬂuzﬂuUUﬁNG] PNATTIN

GRH NIt RGESIRL
Rst_sed Sends a TCP Reset packet to the sender of the packet.
Rst rev Sends a TCP Reset packet to the receiver of the packet.
Rst all Sends a TCP Reset packet to both sender and receiver of the packet.
Icmp net Sends a ICMP Network Unreacheable packet to the sender.
Icmp host Sends a ICMP Host Unreacheable packet to the sender.
Icmp_port Sends a ICMP Port Unreacheable packet to the sender.
Icmp_all Sends all of the above mentioned packets to the sender.

A 7 SAq Y v Aadad
M3 1NN 3.11 m’a‘gmu@ﬂ%mmm&m@ resp

PRERNE AT
alert tcp any any -> 192.168.1.0/24 8080 (resp: rst_snd;)
Y 4
Winoiie : M 1geoilduiidosnonlnd 1sunsy Snort 143 9n1/dndu FlexResp nou Tag
&4 o .
Aoy InafeeeUFu —-with-flexresp
\ < v AqY & a 1w J A
6.7 React Option Wuoolsunlsudonmsaaaenuueleaanioun
UINT A0 19%Y
alert tcp 192.168.1.0/24 any -> any 80 (msg: "Outgoing HTTP connection"; react: block;)
F99iMsvaonmMIARReNMLUTMT HTTP Nnanmsevienislu
o Y a 1 Y 1 <3 < o A 09;
VBI04 (192.168.1.0/24) Tagri l¥imsannesuasdlemsauiinna TCP FIN li/funTons

Y Y ' o o Ao Y} y A
ADIATU (AUAIASTY) NNATNNUNITATIVNUINDAIYNHVDU
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A Yy I o A Y o Y A o A 9

W30 ldo1sguudondifio wam Tihimsududou llduniosdu
maunu1d dedrau
alert tcp 192.168.1.0/24 any -> any 80 (msg: "Outgoing HTTP connection"; react: warn, msg;)

Y [+

Y 4 Y] v Aa 1

wineme - M3 eelduildesnonlnalisunsy Snort TH3INUANEY FlexResp nou Tag
s Y o .
aou InanleeeFu --with-flexresp
3.1.4  Output Plug-ins

o Y Ao w v < v KX 9
ﬂWWuWﬂﬁ'Wﬂi}ﬂuﬂWﬁL!ﬁﬂﬁﬂaﬁ‘l"lﬁﬂl@fﬂﬂillﬂﬁu Snort  INUUUNNUBYANIT

€

1 A [ d! 1 g a dy ~ 9 1 d'
Yn3n tazasdyafousy Faaiuilanau Output Hazgnizenly lagaiuaue lulisunsy
v

(2]
1 v a v J
- @9 Packet Decode Engine 191andu Output Tumseennadwivosdoya
2 & Ao 9
uinNaNs U TuguUYes TCPDump Hag ASCII decode
o
- @2U Preprocessor 1951andu Output lumsdsdaanaudouss wuludiu
U8 PortScan2 Preprocessor
’ . . 9 S a 1 o = o <
- @U Detection Engine Talanou Output Tumsds YIULADUNBLUASIND
=< 9
uNnUBYa

1 9
Fayuegnumstvualulidaouilnsduveslisunsy  Snort Tasawsn

9
=

o 4 1 Y o
Aiuaomnalugiiuuaie lags
Y o 3 4
- tiuiinas Wl vartog/snort/alerts Tuglnuuveunnd s
- YRR UA LY SNMP
1 1 4 Y 3 4
- dueyane 11 11lsunsy Syslog setiufinasaen ludvesszuy
- ﬁuﬁﬂmgm%’ay’a 13U MySql, Postgresql, Oracle, MS-Sql tta¢ UnixODBC Tu
AAq Y Y} A 1 . A A Y} . 3 o
nsnldguUpyady 1Y DB2, Informix ¥390U A1W150 1% UnixODBC 1udanaialunis
A ' Y
iouae a
v Jdqg Y .
- mlaswadnslved luglunuve eXtensible Markup Language (XML)
1 @ = o @ A o Y Ao 1% [ 4
- dedyandeusy ldginsaindiminsnuanlaeadvmu sunes
4 4
W3elsa00a

- dvdnanaufouneiyy Server Message Block (SMB)
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o 4 a o
3.1.5  mafwiua lWaaoudnsdu snort.conf
J ay o I s o o
Ivlanoudlnsdu Snort.conf 1iluldan 1t muamsitrauuesTasunsy Snort
4 M A o o 1 4 ay @ 4 qﬂll
Taaiolimsdeld Tsunsy Snort Guhia azdesihmseru Ildneulnpsduiidiennnss
v 1 o o'z ~ 9 ]
A10819A1TIN131590 1% 11511054 Snort 13U
/usr/local/bin/snort -u snort -g snort -i ethO -d -D -c /etc/snort/snort.conf
14 =y [ o v 1 [
Tag'lWanoulnsdu  Snort.conf Uszneudlremsimuaslu 5 diunan
9 1
18un
1) mstvuanidls
2 Y 9 % v o ]
Fald1lsznoulunguemeqveclilsunsy  Snort  fI0gNMIRIHUAN
als Tugaluuveaige u
[ o
- var HOME NET [10.0.0.0/8,192.168.0.0/16] WUMINIMUAI
A [} Y 9 !
insevemelu Taslseneudie 2 291@1A 10.0.0.0 netmask 255.0.0.0 1ag 192.168.0.0
netmask 255.255.0.0
I o 1 < ad o o
- var EXTERNAL NET any umsfiimuaauianiadimiunguon
< =
Wunnglofi  ueamsa
[ o
- var DNS SERVERS [10.4.28.10, 10.4.0.2] fumsdmualodi
o o ad 4
HeAAIT AT UIFI WIS DNS
1<
Wudu
2) MImuuam Preprocessor
3 S ; . .
cm%xgm‘ssmmmiuﬁau Detection Engine ¥4 11/51n51 Snort
suupulumssmualaun
preprocessor <preprocessor_name> [: <configuration options>]
Iﬂﬂﬁ preprocessor_name 1%153146% preprocessor ﬁﬁ@ﬂﬂ1il§ﬂﬂ1ﬁﬁ1&1u
. . Y ! v 1 Y 2!
configuration_options Gl,qﬁzumaaﬂ%uﬂaamﬂ% preprocessor Ui
08NN IMAUAN UL
I o ]
preprocessor  stream4:  detect_scans Lﬂumﬁmwuﬂiﬁ'mu preprocessor
o 4 <
streamd MIATIVFAOUMIALAUNDST A (T UAY
3)  MINIMUAA Output Module
= ' v 1 g o = g
FINIUANAIUOONHAANTVDI 115UNTH  Snort 1FUMIIAVLUNNGOAAY

27 )
W& grudioya nSeSvneinalanduiiedisidesde lds1Wsead Hudu
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&£ ° Y o a3 e v Yo Ao
host=localhost GaJumsmrualimimsinuemnaasgiuieya  Mysql  Iaegldtin sy

v 4 1 4 o 1 Qaj I
snort SWAHTU xxx FFMToYA snort azoyaIAMIisonlFnuruATosd o un iy (Hudu
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sunuulumstmualaun
output <output_module name> [: <configuration options>]

A o o

{ e <
Taef output_module_name 1452szinnveuemiyanlfnunadnive

[ ] o v o 1 4
configuration_options 1%}i$u66ﬂ‘vuﬂﬂEJETWTS‘LIﬂ”ISVINTIﬂI.!ﬁ’JmﬂWI‘VM
A20819MINIHUAA YU

output database: log, mysql, user=snort password=xxx dbname=snort

A

o

9

4) masmualdng

Wumsszy ldnganainugduuumsyngnilslumsalsouien

L qyadas | ' ! 9 4 = @
ﬂijﬂﬁ@ﬂﬁ']ﬂ'ﬁuﬂiqﬂ G]Nﬁlﬁlfﬂfjgjjﬂ include 5%14@giua’)uﬂqﬂﬂl@\jqwaﬂ@uv\hﬂﬁﬁu snort.conf

sunuulumstmualaun

include <rule file name>

Tagfi rule file name 195z umisidng
A10819MIMUUALTY

include myrules.rules

dod1a lWaneulnisd snort.conf

# Variable Definitions

var HOME NET any

var EXTERNAL NET any

var HTTP_SERVERS $HOME NET
var DNS SERVERS $HOME NET

var RULE PATH ./

# Preprocessor
preprocessor frag2
preprocessor streamd4: detect scans

preprocessor stream4 reassemble
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preprocessor http decode: 80 -unicode -cginull
preprocessor unicode: 80 -unicode -cginull
preprocessor bo: -nobrute

preprocessor telnet decode

preprocessor portscan: SHOME NET 4 3 portscan.log
preprocessor arpspoof

# Output modules

output alert fwsam: 10.4.28.30:17277/mypassword
output alert_syslog: LOG_AUTH LOG_ALERT
output log_tcpdum: snort.log

output database: log, mysql, user=snort password=mysql_password dbname=snort host=localhost
output xml: log, file=/var/log/snortxml

# Rules and include files

include SRULE PATH/bad-traffic.rules

include SRULE_PATH/exploit.rules

include SRULE_PATH/scan.rules

include SRULE PATH/finger.rules

include SRULE_PATH/ftp.rules

include SRULE PATH/telnet.rules

include SRULE PATH/rpc.rules

include SRULE PATH/rservices.rules

include SRULE PATH/dos.rules

include SRULE PATH/ddos.rules

include SRULE PATH/dns.rules

include SRULE PATH/tftp.rules

include SRULE_PATH/web-cgi.rules

include SRULE_PATH/web-coldfusion.rules
include SRULE_PATH/web-iis.rules

include SRULE PATH/web-frontpage.rules

include SRULE_PATH/web-misc.rules
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include SRULE_PATH/web-client.rules
include SRULE_PATH/web-php.rules
include SRULE PATH/sql.rules

include SRULE_PATH/x11.rules

include SRULE PATH/icmp.rules
include SRULE PATH/netbios.rules
include SRULE PATH/misc.rules
include SRULE PATH/attack-responses.rules
include SRULE PATH/oracle.rules
include SRULE PATH/mysql.rules
include SRULE_PATH/snmp.rules
include SRULE_PATH/smtp.rules
include SRULE_PATH/imap.rules
include SRULE_PATH/pop2.rules
include SRULE_PATH/pop3.rules
include SRULE_PATH/nntp.rules
include SRULE PATH/other-ids.rules
include SRULE PATH/web-attacks.rules
include SRULE PATH/backdoor.rules
include SRULE PATH/shellcode.rules
include SRULE_PATH/policy.rules
include SRULE PATH/porn.rules
include SRULE PATH/info.rules
include SRULE PATH/icmp-info.rules
include SRULE PATH/virus.rules
include SRULE_PATH/chat.rules
include SRULE PATH/multimedia.rules
include SRULE_PATH/p2p.rules

include SRULE PATH/experimental.rules

include SRULE_PATH/local.rules
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3.2 szuuinynnuilasasy

a wa 4 3| 4 QSII 1 4 X g Jd v

szuliianmsayndannsaldauilulisiead lddwanesiua 1.1 Fuilunesdu
YA 1 2 s 4 7’ Y o
usn Tao Alan Cox 19%071 Ipfw (370 BSD) Aomnayndiaesiuanesiu 2.0 lagnianiuaz
1 H ] ] 4 Y

Ysuilieldmiosiioniizedn Ipfwadm — TaenTesiieduloyanalidldannsaniugums

& ORI A o £ ) oA e /o SNy v
naunseanNARIUNg At muatuedls  tagaemayndnesiuanessu 2.2 nlaady

& A o 1A . £ ' = = qg.: dy . dy
1509472 111%® Ipchains Fuwotns 111l 1998 Tag Rusty Russel tazfine11 #91 Ipchains 1

a wa = J

A VYl & o o A s @ o
a’é)hlmuﬂuWﬁummiﬂju‘ﬂﬁmﬂlaﬂﬂ‘imaauuizuuﬂgmlmimgﬂcli mm]uﬂ:iz‘ﬂﬂu

=

v % 1 @ Qa: { J J a va
Voquiund Netfilter 130 Iptables FadoIuduianmsyunaves lsreaauuszuulfiians

Q

)
Ra

un
o & A ) Ao ™ ¢ ¢ .

Iptables Huduselnsvealaansminndulnsiead uny Stateful Inspection 1w

a 7 s I < v &£y o ' do 1 v A

aundinesiuanestu 2.4 1iuduin aaldgneenuuuuazdsulsalndnnnesFuneunthil

v
T Iptables W1 e 11501 NUIOUNAIIINNY Ipchains tag Ipfwadm 161

Y
sunums 199 iptables 1iipedu

9

Iptables vz it unms Idaudsiife
iptables [table] <command> <match> <target/jump>

! o Ao & & & o s 1 q ¥ o ' A
Tagnguaazussiai@euiiusgiuiudivennesiuannldnsziednls lunsad
2 = ¥
wuuAnnaas sy 13
=< Ay ' . = Y o [
- [table] ¥M1wD9 A15NAOINITIZY 13U iptables -t nat Mu1eAalHIRIIUNY Nat
Table Tunsaih 131A529A1519 Iptables 9209 11A19309NA17521)04 Filter Table Taodn Tugia
< o o o A A v . :
- <command> I UAIFIIH Iptables 9 luFTINADINT 19U iptables -A INPUT ¥4
wuedaliasiang lusiaefie INPUT Chain lu Filter Table
QY { - =] o A '
- <match> 1fludnldasnaeuimininaiidoyanss (match) nuiszylinsela
1 = . |
19U U source ip address i1 1.2.3.4
. 2 o A 2 3 A o A Y o . A
- <target/jump> 1iludszyinilenauinnanasaiunszy Aagnsgi (action) aui
' < g 3 AN b
sz 13 wudwininalativnenylofiveamsadumaihuiu 1.2.3.4 1% DROP uinmnaiy

)

E4

n

Lo
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Table

Iptables d1nsnin Idnuaane 3 asenan aunsaseyaselalaeldoslsu -

9 d’ Y dy

AMUALYOAT AT

1) Filter Table ¥ msunsoaudindall 3 built-in chain @A INPUT, OUTPUT,

é Y Aa =1 1

FORWARD %19 la931183518a208a00 1

2) Nat Table l¥dmsunsulaaeaase (Network Address Translation) 3 3 Built-in
Chain A9 PREROUTING, POSTROUTING, OUTPUT #4518a2108992 laasuiese 11/

3) Mangle Table Wy ldulasuuamseud luufinfeamyu  waesua TTL,

£ a 9 [ 2 4 Aa o 9 ) . . =
MARK #91lnavzldlumsiusife (Routing) Mlianwdudougs § 2 Builtin  Chain Ao
PREROUTING Chain (15ud luuiiniiadeuiiszidng 1Wsreaduazneudng Routing Decision)
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Waer Built-in Chain) 131
# iptables -L
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Qa: dyl dyd o ] 3 1 .
DROP sisfimiilianudfnedauinmmsizminuinnagndudmnly Chain 1a2
f o 2 2 o Q9 v A . .
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[ % 1 :;I 1
Wiy 1w
- #iptables -L OUTPUT -n
. P % d‘ % d! 7 d' dy
- —line-numbers  19390AY  -L  (WRUEAIAVUTINAYDINGFIAUAUNUAAIT VY
Y Yo o o ~ & o @ A '
am30 1% 1A DAY Insert Rule Rszpiludraunvesngsu
# iptables -L --line-numbers
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- TCP extension
@ < Y] A
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o = Ay 3
1) --tcp-flags mask flags : mask UUHNNIYDY flag NADINITAIIVADUY LAY flag 11l

(2

A2
AINUIY

1 flag ladosgn set Tha

2) WU # iptables -A INPUT -p tcp --tcp-flags ALL SYN,ACK -j DROP
Tag ALL ﬁuwmaﬁmﬂq Flag (SYN,ACK.FIN,RST,URG,PSH) tiaza flag SYN,ACK gn
iGnnSeufun 1 Drop Packet yuial) wenaniidsauninld NONE dawunonalai
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A J dy Y I I ~ 9 [ [ [ u’/’ = o Y
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I o
TAgn13321) -p icmp Na1N13019H911 ICMP Extension 19 Inefioalduldiaonao
v
—-icmp-type 14U —icmp-type host-unreachable (W30 1910y 3 unu'ld) wonvniideaunsnsezy

Type/Code 18 195% 3/3 9111889 Port Unreachable

Uszian | TAa GRGEATAL
0 0 Echo Reply

3 0 Network Unreachable

3 1 Host Unreachable

3 2 Protocol Unreachable

3 3 Port Unreachable

3 4 Fragmentation needed but no frag. bit set

3 5 Source routing failed

3 6 Destination network unknown

3 7 Destination host unknown

3 8 Source host isolated (obsolete)

3 9 Destination network administratively prohibited
3 10 Destination host administratively prohibited
3 11 Network unreachable for TOS

3 12 Host unreachable for TOS

3 13 Communication administratively prohibited by filtering
3 14 Host precedence violation

3 15 Precedence cutoff in effect

4 0 Source quelch

5 0 Redirect for network

5 1 Redirect for host

5 2 Redirect for TOS and network

5 3 Redirect for TOS and host

8 0 Echo request

9 0 Router advertisement
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10 0 Route sollicitation

11 0 TTL equals 0 during transit

11 1 TTL equals 0 during reassembly
12 0 IP header bad (catchall error)
12 1 Required options missing

13 0 Timestamp request (obsolete)
14 0 Timestamp reply (obsolete)

15 0 Information request (obsolete)
16 0 Information reply (obsolete)
17 0 Address mask request

18 0 Address mask reply

A5 199 3.12 LEAR9T10a21DAVDI ICMP message
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# iptables -A INPUT -m limit --limit 3/minute --limit-burst 3 -j LOG --log-level DEBUG --log-
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#iptables -A FORWARD -p icmp --icmp-type echo-request -m limit --limit 1/s -j
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a5 naouiudindingnadicduainTnssait Process 1d asafuiiszy’ls
ERNSY
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nHUDN 3 493 INPUT Chain 90A33 G]f\?ﬂllilﬂﬁ\?LGBUﬂu Gluﬂﬁﬂ!‘ﬂw'luﬂaﬂﬂﬁuﬂllammqy{ﬁﬁﬂ
1 (=) 3 < < < 4 "o
wioasaua lutidhvuneduuiininaszgn DROP w30 ACCEPT NIUgnU Default Policy V09
Y 1 Y
Chain 149 Faansaadan ladree

LU # iptables -P INPUT DROP N30 # iptables -P FORWARD ACCEPT

INPUT test
Rulel: -p ICMP -] DROP Rule1: -5 192 168 1.1
FuleZ -p TCP -j test FuleZ: -d 192 1658.1 .1

Rule3: -p UDF -] DROF

- New Target
I ~ 9 A a d? A
uJuLﬂmmwmmwummumm
1) LOG
< A 3 v I a h | 3
Wuluganuanvansalumsnuvoyandaen (U Syslog Facility 11U
o ) [ <3 3 A o ~ 3 =\ o Y A 9 o dyd
INDILUA) ﬁ'ﬂ’ii’ULLWﬂLfWI“VW]SQﬂ‘]Jﬂ%]‘I/IiZ‘L!L‘ﬂTHNTEJL‘]JH LOG u@aﬂ%uﬁlmaaﬂimmmuﬂa
--log-level
I [ o I £ o 91:?;’ 1 .
LﬂuﬂTﬁi%ui%ﬁﬂUﬂﬁnNﬁWﬂﬂJﬂﬂl@Qﬁﬂﬂ“ﬁ\iﬂ?ﬂuﬂ]’lﬂ@QLm Debug, Info, Notice,
Warning, ~ Crit,  Alert, Emerg  3100208a10820U  Syslog  enwnsneulan
http://thaicert.nectec.or.th/paper/unix_linux/linux_syslog.php

--log-prefix


http://thaicert.nectec.or.th/paper/unix_linux/linux_syslog.php
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MuAIegRveIA10nyTe iy 29 @ FIyAUDIRIBNEIAINE1IIZUIINg
1 <3 4
aguuaon g
2) REJECT
F) @ ~ 1 1 1Y) [ Wd’ 1 < I
Ad18R1 DROP 1iita1i@vzee ICMP Port Unreachable nay liJgadidsuinimne
11 (Youniufe ICMP Error Message 1iADUEUBIAY ICMP Error Message A28 UID NT1Y
o q Y a Ay 1y o & R o . . v s Ay P
ez ldinaglnlugan) Netieninsnlds 1wt —reject-with muAI8015 QIIUANAEINS 18
swazideallsadneminglonslday Ipables Mumdoudalilsunsy  (@ref1de #man
iptables)
- Special Built-in Target
1) RETURN
a3 d of Yy Ao < > A4 o & o vqy
nsdiuininaasenungdeniithwinedlu RETURN ueaiiounuilumdld
pon o n Chain Ya9iiu Wwurnassnungiedly Built-in Chain (INPUT, FORWARD,
g & o of k| ]
OUTPUT) uininaaana129zgnlou 1189 Default Policy Y94 Chain 119 1agmInuininangg
o { < v & g ' o
AungMilu User-defined Chain Atfiniiavzgn Teuooni Chain nouniiiin
2) QUEUE

1< . a Y o o [ <3 3 [ a v A A dgl @
101 Chain WAy Gl“lfﬁTﬁﬁiJﬁ\Wl’ﬂ!LWﬂlﬂﬂllﬂﬂﬂllﬂV‘lﬁLﬂ%uﬂﬂlﬂu‘uu&l"ﬁ@\‘liﬂ

a % 3| 1 { o ] @
Tasmmz Tagazdoall Queue Handler tazueSinduiluaivlsznounszinus i

3.3 smwlszmumshauszuuasieaeudyngnnseiaazszuusnmanuilaeasiy

Ivls004

1 ]
=4

3| J g a @ o '
Tsunsy Snortsam 1@ M@NIdndu  (Output Plug-in) danHaniauludiu

Detection Engine U0452UUATIAOURYNINTzULAT0418 TuTisunsy Snort 191w Taens

a

A Adad A 7 o 1 o s 9 9o 3 3 3
muadRsanay lung iemanidumsdeii$odlduen lisaead litimsvaeauiinnai

ma%ﬁam%aiﬂaﬂg%’af Feannsotauswiu lsead 1dnaredszan 1qud
- Checkpoint Firewall-1
- Cisco PIX firewalls
- Cisco Routers (using ACL's)
- Netscreen firewalls
- IP Filter (ipf), available for various Unix-like OS'es such as FreeBSD
- OpenBSD's Packet Filter (pf)

- Linux IPchains


http://www.checkpoint.com/
http://www.cisco.com/
http://www.cisco.com/
http://www.netscreen.com/
http://coombs.anu.edu.au/~avalon/
http://www.freebsd.org/
http://www.openbsd.org/
http://www.openbsdjournal.org/pf-howto/
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- Linux IPtables

- WatchGuard Firebox firewalls

MIN19UVOI Snortsam UsznouaeaeIaIu dun
] 4 9 =1 o o
3.3.1 drusuresuedllsunsy Snort Tavvrzdesszy lofinoamsavosduonun lu

adad

J a o o 1 o @
IvlaneulnssuvesTisunsy Snort (snort.conf) tazszyaansalungldimsdedifelids

s /9 9o < 3 & o o ¥ A Y o : v C
lWsroad ishimsvdeauinnatiu - Taefdosndsliazgnidnsanoudseendieuinme

@ d { 1 J a\ [
TP lldnonunangnszyedluldnouilnssu
4
- 1u'v@ snort.conf

gﬂ!kﬂﬂﬁi%mﬁuﬂﬁﬂ output alert fwsam: <SnortSam Station>:<port>/<password>

. — .
Tagf  <SnortSam Station> 19321 lefinonasaniodoinTosuouoaun

) s A A sAq Y1 3 & o 9
<port> 1¥5zymesannToueuni ddwinnamios
Y { v o { o d
<password> Idsgysianldlumsidnsiadfosiide luduomud
A10619m3 g

output alert fwsam: firewall/idspassword
output alert fwsam: fwl.domain.tld:898/mykey
output alert fwsam: 192.168.0.1/borderfw 192.168.1.254/wanfw
4
- ulvldng
{ o sad .
sunuunlgivuafdiisane fwsam: wholhow],time:
{ { < A 1
Taoh who Idszylofineansaiidosnisuaon AdN1H 1aun sre, source, dst, dest 1@z
. ! < Y Y < 3y
destination (wuiuﬂaixmﬂu homenet -> any 11191934017 UABDA homenet NADY
4 <
1988 src 15udn)
& ) A o < 3 g I '
how Huesllduasy 1dszyaouuadulumsudoauinma Adnle1dun in, out,
src, dest, either, both, this, conn 8% connection
: v < 2 o Adad HAquny
time Glslﬁg1_438EJ%L'JQﬂUﬂﬁ‘Uﬁ’OﬂLLWﬂLﬂﬂuu ﬂﬂlﬁiﬂﬂalslf"lﬂllﬂ days, months,
weeks, years, hours, mins 8% seconds
foe1ams 1y
fwsam: src[either], 15 min

N30 dst[in], 2 days 4 hours

139 src, 1 hour


http://www.watchguard.com/
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A10819m3 1593 wnung luTsunsu Snort 15u
alert tcp any any -> $SHTTP_SERVERS 80 (msg: "WEB-MISC http directory traversal";
flags: A+; content: "..\\"; referecnce: arachnids,298; fwsam: 15 minutes;)
2 gy Jay < g Sd4d 9 o A d e ¢
“B\iﬂ{,]sll’f]uelslf@]ﬁ’Jﬁ]ﬁi’)‘ULLWﬂLﬂ@il"Iﬂ‘V!ﬂ‘Vl‘V]'NL"lﬂll"IEJ\‘ILﬂiﬂ\iLTJ‘]JL“]ﬁWL’J@iTIN
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Adad v ¥ Y g v q9 3 2 ] A Y [~ =
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Y 4
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s A @ 3 3 o
Tagport  l¥szyvunemunesannossuLininafi3 o
9 ~ o o ad o A Yo Y
accept 19321 lofitonn s d oA A UIT03 Snort HazAdsiaNoyIATAS U
% s a s { o < < !
iptables  193z1lszinnvedlsions  Bumesianvziimsvden  uazdenlwanly
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. Y A s Ay 3 < o s s
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A29819M3 199115
port 17277
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iptables ethl syslog.info
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email 127.0.0.1 admin@mydomain.com snortsam@mydomain.com
o o A s 1% < ]
Tagguvudrden Isreadldlumsudeauiinnane
# iptables -1 FORWARD -i ethl -s {ip addr to be blocked} -j DROP
# iptables -1 INPUT -i ethl -s {ip_addr to be blocked} -j DROP
1 o @ A [
arumdanlFlumstaauaende
# iptables -D FORWARD -i ethl -s {ip_addr to be unblocked} -j DROP
# iptables -D INPUT -i ethl -s {ip_addr to be unblocked} -j DROP
o o < < { 7
e - - Unuusdslumsudentazdaauasaansoun v 1an 1Wd ssp_iptables.c
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Internet root DNS L‘IJL!GSIJL!)
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7. A3ERUILEZIIAMNYNIIVD TN Uaen nusiignimua 131y
Y] . 4 a 1 Y o ]
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Tumsvaenldieos  uativnsainsdesmsendulildgnuaeaidunanny  wu  Proxy
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HAZIIUIUMTALUNUNDTA)
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- dwmsauaulugiunuaigg
- dwmssaaralugiununsiln (Graph Alert Data)
- AIULAAINABI TR NIZIDIZVILU VAN
Y A v A a d? 3 1
- MsudsRoUfIIINAIY 15 ATeaganenailsznnlilsInnea TCP,
4
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e
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- ﬂ']ill%}\ilﬁ@uﬂﬂﬁlﬂﬂsllu 15 ﬂi\‘]ﬁ']ﬁq'ﬂuﬂﬂﬂ13Jﬂ1]18lasll1/‘lf]'iﬂ$§l}u1/ﬂ\1

Y
voauaaz 115 lanoa (TCP,UDP #38NaMuA)

1% { A g qszl U 4
- madufeuseiinaiu 15 asvaiganenanemINesalalenia
1 A 05/‘
voaunag s Ianea (TCP,UDP 1501411A)
Y A v A a dgl ~
- M UfININATWIBENYA 5 JUNUY

H P4
S A v

- mIudufoussiinaTuLin N gANENAUHINBIIUNDTAALNIVBILA
Y
az11/5IaAva (TCP,UDP 1399 a111A)

J

- mm%’uﬁauﬁaﬁuﬁﬂﬁuﬁaﬂﬁzjﬂu,ﬂfmmwmmamwamﬂmamwm
upaz 115 lanea (TCP,UDP w?a‘ﬁwm)
- AIUMIMAAIHALUDTEFINIA HAAIHAUDUNTIVN
- @umMsIaMIMItAnguMsLIIuAeuNt

- duLEAIEIUEMITNUAN UBITZULIY PHP §1UY0Ya 1Az Cache
I
udu

3 Analysis Console for Intrusion Databases (ACID) - Microsoft Internet Explorer I '
File  Edit  Miew Favortes Tools  Help |

4 Back & = ¢ @ a | @Search (3] Favorites @Media és ‘ %s SWir D
Address |@ hitp: /4192 168.101.96/acid/acid_main php?back=1% j ©Go | Links »

Analysis Console for Intrusion Databases

Added 95 alert(s) to the Alert cache

-

Queried on : Fri August 15, 2003 23:52:21
Database: snot@localhost  (schema version: 106)
Time window: [2003-08-15 23:38:55] - [2003-08-15 23:52:20]

Sensors: 1 Traffic Profile by Protocol
Unique Alerts: 42 (9 categories ) TCP (6%)
Total Number of Alerts: 6786

» Source IP addresses: 406 el

» Dest. IP addresses: 341

» Unigue IP links 911 ICMP [83%)

» Source Ports: 198
= TCP(162) UDP (38) Fortscan Traffic (0%)
+ Dest. Ports: 30 |
« TCP(29) UDP (1)

+ Search
+ Graph Alent data

+ Snapshot

« Most recent Alerts: any protocel, TCP, UDP, ICMP » Most frequent 5 Alerts
« Today's: alerts unigue, listing; IP src / dst

« Last 24 Hours: alerts unigue, listing; IP src/ dst
« Last 72 Hours: alerts unigue, listing; IP sre/ dst
« Most recent 15 Unigue Alerts

» Most Freguent Source Ports: any , TCP |, UDP
» Most Fregquent Destination Ports: any , TCP , UDP

» Maost frequent 15 addresses: source, destination
« Last Source Ports: any , TCP |, UDP

«+ Last Destination Ports: any , TCP , UDP

=l
& l_l_’_ & Intemet
Asten] | 2 DB & 7 Qs | 7 Microsoit word - u..| €1 dwiiniA 1w |[€]Analysis Conso... &limiesinse -] [EF ~& A58 a5

717 3.5 vihmdanveaTUsunsu ACID (ACID Main Page)
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342 dunaainadoya

[ i1
MINUTINAN (Main Page) @m1s5aaan (Click) 1 ldusndudosaisy o

= 9 14
518ﬁ$!@ﬂﬂﬂlﬂi&ﬁﬂ1§1ﬁlﬂ§ﬂ1ﬂ

23 ACID: Alest Listing - Microsoft Internet Explorer = |
File Edit Wiew Favoites Tooks Help |
Back & = ¢ @) (4] | Qseach [ilFaveries EiMeda (4| EYF S WY > D
Adehess [&] hitp://132168,101.96/ acid/ acid_stat_alerts.php | oo | Links >
Alert Listing o
e IS |ng Search ~ AG Maintenance
[ Back ]
Added 49 aled(s) to the Alert cache
Queried DB on : Sat August 16, 2003 15:15:36
e
any
2
Displaying alerts 1-50 of B2 total
i i < Total Sensor < Src. < Dest. :
Signature Classification First Last
9 #  Addr. - Addr.
| [snort] ICMP Time-To-Live Exceeded in Transit misc-activity 4498 3l 42 73 2003 0816 2003 0816
(27 %) 14:39:59 15:15:31
=) [snort] (snort_decoder): Truncated Top Options unclassified 10 [0%) 1 2 10 200308-16 2003-08-16
14:39:59 15:12:28
[~ [snort] ICMP Destination Unreachable (Port Unreachable) misc-activity 6755 1 498 35 2003-08-16 2003-08-16
(40%) 14:40:00 15:15:36
8| url[snort] DDOS Stacheldraht agent->handler (skillz) attempted-dos 367 2%) 1 2 ? 2003.08-16 200308 16
14:40:00 15:15:34
| [snort] ICWIP Echo Reply misc-activity 2298 1 51 26 2003-08-16 2003-08-16
(14%) 14:40:01 15:15:35
0O [snort] ICWMP Destination Unreachable (Undefined Codel) risc-activity 356 (2%) 1 14 14 2003-08-16 2003-08-16
14:40:02 15:15:34
(| [arachNIDS][cve]licat][bugtrag]nessusnessus[snort] web-application-attack 13 (0%6) 3l 2 2 20030816 2003 0816
WEB-CGI formmail arbitrary command execution attempt 14:40:02 15:12:15
— [arachHIDS][snort] SHELLCODE %86 NOOP shellcode-detect 22 ([0%) 1 3 3 20030816 20030816
14:40:03 14:57:48
i larachNIDSsnortl ICMP PING Cvberkit 2.2 Windows risc-activity J63 2% Bl 102 97 2003.08-16 2003-08-16 =l
& Done Rimvd |
'
‘]J = % 1 = 9 ‘]J ‘]J
o o
31N 3.6 ADINMITUAANTIYALIDIAVOYANITYNTNUINUITZINNANFULUUNITYNTD
ACID: Query Results - Microsoft Internet Explorer /‘ =l |

File Edit Miew Favortes Tools  Help ﬁ

<= Back & =b © (a Zat | @Search (el Favorites @Media @ I%G = R
Address I@ http:;"ﬂ92.188.101.SBJacid.-"acid_qry_main.php?new=1&sigXSBDZSD:XBD&SigZSHXED:?&Sig_type:‘I&submit:ﬂuer}wDB&num_j P Go | Links >
Queried DB on : Sun August 24, 2003 17:14.45

Signature "[arachMNIDS][snort] ICMP RING Cyberlit 2.2
Meta Criteria FTTslatt-Su . -1 .

Summary Statistics =

Sensors

Unique Alerts ( classifications )
Unigque addresses: source | destination

_ Dest. Address = 202.28.24.194 ...clear... + Unique IP links
ST + Source Port: TCP | UDP
+ Destination Port: TCP | UDP
crit :

Time profile of alerts
Payload

Crite any

Displaying alerts 1-4 of 4 total

Layer

: 1 Source Dest.

[ | Signature Timestamp hadrass Addiaba 4

Proto

[ #0-(1- [arachNIDS][snort] ICMF PING 2003-08-24 16:47:13 202.30.27.173 202.28.24.194 [CMP
13074) Cyberkit 2.2 Windows

O #1-(1- [arachHIDS][snort] ICMP PING 2003-08-24 16:50:05  202.30.21.70 202.28.24.194 |CMP
24287) Cyberkit 2.2 Windows

o #2-(1- [arachNIDS][snort] ICMP PING 2003-08-24 16:56:01  202.29.137.2 202.28.24.194 [CMP b
51755) Cyberkit 2.2 Windows

O #3-(1- [arachHIDS][snort] ICMP PING 2003-08-24 17:13:19  202.30.21.164 202.28.24.194 [CMP

100284) Cyberkit 2.2 Windows

[ Action _ _ 1 =l
|@ Daone I_ ’_ ’_|° Intermet

[ ]

717 3.7 Medumsuanssvazidsadeyamsyngnuaaz guuy
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/2 ACID: Alert - Microsoft Internet Explorer 18 x]

File  Edit VMiew Favortes Tools  Help |
Back § = @[] | Dseach [HFavoites Meda B 5N S W P
Addiess [ htip: /7192 168 101,35/ acid/acid_ow_alert php?submit=22230-%281-140%23ksort_order= =] @ce |Links i
E
Alert #1
[ First | == Next #1-(1-364)

1-140 |2EIU3—UEI—16 14:40:16 ‘[we][ical][we][ical][snun] SMMP Broadcast request

[Crame [ mertace] ner

|id51:eth1 ‘ ethl | none

Alert

B -
Source saar]_estacar Jver]rar Len]Tos[iengtn] 10 [nags]omsed T [chksum
[ 104289 |[255.255.205.255 4 | s o | s+ (14893 o [ o [ 32 | 19260

FQDN
Unable to resolve address | Unable to resolfve address

[oon- IR

[ 1058 [ 181 [ ea -

length = 56

000 @ 30 36 02 0L 00 04 06 70 75 62 6C 69 63 A0 29 02 O06..... public.).
PR (010 - 01 03 02 01 00 02 01 00 30 1E 30 0C 06 08 2B 06 oo+
020 ¢ 01 02 01 01 02 00 05 00 30 OE 06 OA 2B 06 01 02 0o+
030 : 01 02 02 01 06 OL OS5 0O ...
|&] Dane [T [ [ intemet

= o l = Y < <
g‘]J“VI 3.8 m’f)fmmmﬁmiwazmﬂﬂmﬂyjamiuﬂzﬂmt’fluuwmﬂﬂ

Ay 9

344 @IUAVAUTOND

QU

1 9 o a J
daudvdudoyavesTisunsy Acip lddwmSudumidoya Taslinniimos
Hq v v o A
lglumsaumedail

@71 Meta Criteria

0w Y Aq v P o o
Sensor ﬂ'"I‘Vi5”]_Ii$1J‘1J5’Jllﬂuﬂ%@uﬁﬁﬂi%‘ﬂful%ﬂiiuﬂTi@i'Jﬁ]"l)‘]J‘Viﬁ"Ifl@]'J
o (A o Ay v
- Alert Group izuﬂzﬂmaummmmiﬂum

Signature 5213 UMUUMIYNTNNADINTAUNT

a

. . = Y
- Classification izuﬂﬁgm“ﬂﬂﬁ‘uﬂiﬂ‘ﬂ@]’ﬂ\iﬂﬁﬂuﬂ1

&Y IP Criteria
. [} A a A 9 4
- Alert Time TZYUPINIATNUNANTITYNTNNADINTITAUN

- Address 521 lofiuoaasaidomsAum

1 = 1 @ [~} 3 A
- Misc‘i%uﬂﬁmﬁm@ﬁlﬂﬂwﬁluﬁﬁluﬁ’JGUfNLLWﬂLﬂ@mg]I'ENﬂﬁﬁIHﬂW
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a <3 < A
- Layer-4 521%ila 113 Ianoaveaunning (TCP, UDP %30 ICMP)

U Payload Criteria

- Input Criteria Encoding Type 3zywiauoddoyandosmsauninielu

U

Td’JuLuﬂ‘VﬂﬂJﬂQuWﬂlﬂﬁ

File  Edit  Wiew

<= Back & = &

2% | @ search GEFavoites @PMedia ¢B | Ehs S 9 » D@

Addiess ] hitp://192.168.101.96/ acid /acid_aw_main.php7new=1 =] @G | Links >
. Home
ACID Query Results Search | AG Maintenance
[ Back |

Added 36 alert(s) to the Alert cache

Meta Criteria

Sensor: [{ any sensor =] Alert Group: [{ any et Growp j =

o Y Leignaturs 1 =l[= =]
N : | Classification: | { Lany Classification ] =] pm{.@d =l[(any F'ru:m(y =] \

mvemrime: [~ l[ime )l tmenng =l [tyess=ll _ § 4 [l =] ADDTime = \\
Address: W:‘ [{address } =] |=_:;_[| ) - [ =1 =] ADDAddr \ ‘
it p [ =ilfeldr =I[= =T m,]“ =l DD P Field | LN p l
toverd: |ter| wor| ewe| > (KF) & NTall

Payload Criteria

Criteria Encoding Typed { Encoding )_ICunven_gm Jéy.ngﬁ'l( Convert Ta =] IV
ES | payload 1= ; - | ADD Payload I

Sortorder: ¢ none | O timestamp fascend) |  timestamp (descend) | ¢ signature

Query DB

=l
o T —

~ = a J Aq v Y
qﬁ;]J“VI 3.9 !,Lﬁm'iwazmfJﬂWﬁ"mL@laimmﬂﬁlﬂumiﬂum

2 ACID: Query Results - Microsoft Internet Explorer

File  Edit Miew Favortes T Help
=Back & = c @ [ ad | QSEa;ch (Gl Favorites ) Media QJ Ehs S o D

Addiess [&] hitp://192.168.101.96/acid/acid_dn_main. php7hack=1tnew=1 =] @Ge | Lirks
. Home
ACID Q uery Results Search | AG Maintenance
| Back |

Added 108 alert(s) to the Alert cache

Sensor: [{ any senzor =] Alert Group:
hl ~|[= =l[coos

Signature: Lokl == =l

Classification: |{ any Classification } =1 Priority: [ =|[{ any Priority 3 ~|

Alert Time: ]_ g__{ tirme 3} =][{ month } =|[ [{ year 1 = E| | [_=— =I[ AoDTime |

{ any Alert Graup } =

N

IP Criteria
f;E'?% I I vm{addrass}gj = =] — =l =] ADDAddr
Mise:

~|[ifea; == =
Layer4: | TCP oF | icme

Payload Criteria

icoding Type:| { Encoding } ~|Conwvert To (wh searching):| { Convert To } =

IL_IIa payload 3 =] [ = =l ADDPayioad |
Sortorder: © none | O timestamp (ascend) | ¢ timestamp (descend) | ¢ signature

Guery DB

I |
/&1 Dere [ |# intemet
A

~ @ [ 9 3|
719 3.10 edraaasmsaummsyngantlugluuy DDOS

ADD P Field I
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_{=(x

(3 | DuSearch [Favoites Meda (B | S W > D
Addiess [ &) hitp: /152 166.101.95/ acid /acid_ary_main php =] @Go |Lns>

Q Uery ReSU ItS g;:‘r?:h AG Maintenance
[ Back |

Added 274 alert(s) to the Alert cache

Queried DB on : Sat August 16, 2003 15:47:28

Meta Crite Signature contains "DDOS" ...clear... SePsms _ ]
Unigue Alerts [ classifications )

IP Criteria any Unigue addresses: source | destination
g Unique IP links

Layer 4 Criteria none Source Port: TGP | UDP

Payload Criteria e

Destination Port: TCP | UDP
Time profile of alerts

Displaying alerts 1-50 of 727 total

i 0 Source Dest. Layer 4
- k] Stgnaturg Tipestamp Address Address Proto
| #0-(16) url[snort] DDOS Stacheldraht agent-=handler (skillz) 2003-08-16 14:40:00 202.28.24.196 197 117167 216 ISP
B #1-(1-7) utl[snort] DDOS Stacheldraht agent-=handler (skillz) 2003-08-16 14:40:00 202.28.24.196 197117 167 .216 ISP
- #2-(131) url[snort] DDOS Stacheldraht agent->handler (skillz) 2003-08-16 14:40:03 202.78.24216 $0.0.48.8 ICMP
) #3-(1.54) url[snort] DDOS Stacheldraht agent-=handler (skillz) 2003-08-16 14:40:07 202.28.24.216 80.0.48.8 ICMP
[, #4-(1-114) url[snort] DDOS Stacheldraht agent-=handler (skillz) 2003-D8-16 14:40:10 202.28.24.196 197.117.167 .216 ICMP
() #5-(1-237) utl[snort] DDOS Stacheldraht agent-=handler (skillz) 2003-08-16 14:40:26 202.28.24.196 197 117167 .216 ISP
o #6-(1-319) url[snort] DOOS Stacheldraht agent-=handler (skillz) 2003-08-16 14:40:36 202.28.24.196 197.117.167 .216 ISP
| =) #7-(1-320) utl[snort] DDOS Stacheldraht agent-=handler (skillz) 2003-08-16 14:40:36 202.28.24.196 197117167 .216 ISP
- #8-(1:405) url[snort] DDOS Stacheldraht agert->handler (skillz) 2003-08-16 14:40:45 202.28.24.196 197.117.167.216 ICMP
' #9.(1-458) url[snort] DDOS Stacheldraht agent-=handler (skillz) 2003-08-16 14:40:54 202.28.24.216 80.0.48.8 ICMP
| #10-(1-484) utl[snort] DDOS Stacheldraht agent-=handler (skillz) 2003-08-16 14:40:58 202.28.24.216 80.0.48.8 ICMP
= #11-(1-507) utl[snort] DDOS Stacheldraht agent-=handler (skillz) 2003-08-16 14:41:02 202.28.24.196 197 117167 .216 ICMP
o #12- (1-516] url[snorl] DDOS Stacheldraht agem >hand|er (sklllzj 2003-08- 18 14 111 UA 202.28.24.216 80.0.48.8 ICMF'
[&] Done (BN

aA

{ @ [ (% 4
51 3.11 Medaaaswadansmsdumnsyngntzliuun DDOS
345  @2UTNMIAUAY Whois
3| 1 Aq ¥ a Ay 9 = i a . 1
Whudunldusmsdududoyalofivomesariuuims  Whois  aeequu

a < 1 ! <
BUMOT TN 1¥U American Registry for Internet Numbers (ARIN) 1 http://www.arin.net Wudu

V 4 181
4= Back § = 5 (D) i | D Search [ Favortes 'Media ¢4 ‘ B 5w D

Addiess @ hittp://132 168 10196/ anid/acid_stat_jpaddr php?ip=5010 46 Binetmask32 =] @so | Links >

|
Home
Search AG Maintenance
[ Back ]
Added 16 alert(s) to the Alert cache
all alerts with 80.0.4B.8f as : source | destination | source/d
show: unique alerls | poriscan events
Registry lookup (whois) in: ARIN | RIPE | APNIC | LACHIC
External: DNS | whois | SamSpade
80.0.48.8
FQAON: host80-0-48-8.no-dns-yet.ntli.net (local whois)
Num of |Occurances|Occurances st Last
Sensor as Src. as Dest. Occurance COccurance
263 |2EIEI3 08-16 14:40:03 ‘2DD3D81E 15:49:14
[Loaded in 1 seconds]
" AirCERT
H

& [ [ | intemet

U7 3.12 dedrananinis1Fu5n3 Local Whois Auridoya lofi 80.0.48.8
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346  @IUTAMINGUIADUNY
1 A % A Y o v W 1
NgUINOUNY 130 Alert Group (AG) Tulisunsn ACID lydwmsudangu

MIIADUNTAE) LULIRWIZIAIL

=10l x|
Back = - 2D 7% | @search GilFavoites @iMedia 8 |55 S o7 » <2
Address FQ http: £/132.168.101. 96/acid/acid_ag_main.php?ag_action=list | @56e | Links >

Alert Group (AG) Mainte :Z'a"::h AG Maintenance

[ Back ]

list all | create | view | edit | delete | clear

List groups

Description Actions
1 first group [u] Attempt DDOS edit | delete | clear

[Loaded in 0 seconds]

Roman Dan AirCERT =

VI

& [T [ |4 intemret
77 3.13 @0d19ms 19910 Alert Group

347 @wmsdamitoya
Y LRI 1 1 Y d' =1
laundangalusdaziiuaassieazideamsyngnuunuenszinnaiy

sduuuMsyngIua AU NI UHUUNITYNIN

it Internet

File  Edit Miew
<= Back § = = 2 & | Duseach [l Favoites @FMedia o | ENS &6 0

Adciess [&] hitp://132.158101.95/acid /acid_ar_main. php?back=1new=Thnum_result_rows=-T&submit=0 uery+DB&cutrent_view=-1kip_addi_cnt=18ip_addr5B0:E0 %5805

Favoites  Tools  Help

+tip_addr ¥ @ Go | Links ?

- #30-(13898)  wrl[snor] DDOS Stacheldraht agent-»handler (skillz) 20030816 14:48.11 202 7824 216 80.0.48.8 ICMP =
[mi #31-13919)  url[snor] DDOS Stacheldraht agent->handler (skillz) 2003-06-16 14:48:14 202.26.24.216 80.0.48.8 ICMP
- #32.(14388)  ur[snor] DDOS Stacheldraht agent->handler (skillz) 2003-08-16 14:49.02 202.26.24.216 80.0.48.8 IchP
[mi #33-(14413)  url[snor] DDOS Stacheldraht agent->handler (skillz) 2003-06-16 14:49.05 202.26.24.216 80.0.48.8 1CMP
- #34.014482)  ur[snor] DDOS Stacheldraht agent->handler (skillz) 2003-08-16 14:49:11 202.26.24.216 80.0.48.8 IchP
(i #35.(14500)  url[snor] DDOS Stacheldraht agent-»handler (skillz) 2003-08-16 14:49:15 202 2824216 80.0.48.8 ICMP
m #36.(14857)  ur[snor] DDOS Stacheldraht agent->handler (skillz) 2003-06-16 14:50.03 202.26.24.216 80.0.48.8 ICMP
[&] #37-(14887)  ur[snor] DDOS Stacheldraht agent->handler (skillz) 2003-08-16 14:50:06 202.26.24.215 80.0.48.8 IChP
= #38.(14960)  ur[snor] DDOS Stacheldraht agent-»handler (skillz) 2003-08-16 14:50:13 202.28.24. 216 80.0.4838 ICMP
[ #39-(11989)  url[snor] DDOS Stacheldraht agent->handler (skillz) 2003-08-16 14:50:16 202.28.24.215 80.0.48.8 IChP
m #40-15314)  ur[snor] DDOS Stacheldraht agent-»handler (skillz) 2003-D8-16 14°51 03 202 2824216 80.0.48.8 ICMP
(i #41-(15327)  ur[snor] DDOS Stacheldraht agent->handler (skillz) 2003-06-16 14:51.08 202.28.24.216 80.0.45.8 ICMP
i #42.(15395)  ur[snort] DDOS Stacheldraht agent->handler (skillz) 2003-08-16 14:51:13 202.26.24216 80.0.48.8 IchP
(i #43-(15416)  url[snor] DDOS Stacheldraht agent-»handler (skillz) 2003-08-16 14:51:17 202 2824216 80.0.48.8 ICMP
mi #44.015792)  url[snor] DDOS Stacheldraht agent->handler (skillz) 2003-08-16 14:52.05 202.26.24.216 80.0.48.8 IcMP
(i #45.{15820)  url[snor] DDOS Stacheldraht agent-»handler (skillz) 2003-08-16 14:52.05 202 28.24 216 80.0.48.8 ICMP
= #46-{1.5919) t agent->handler (skillz) 2003-06-16 14:52:14 202.26.24.216 80.0.48.8 IEMP
[ #47.(15943) Loy D) t agent->handler (zkillz) 2003-08-16 14:52:18 202.26.24.216 80.0.48.8 IChP
r #A8(16299)  |'siq 10 AG (by Name) t agent->handler {skillz) 2003-08-16 14:53.05 202 28.24 216 80.0.48.8 IcMP
[l #49.(16331) | Create AG (by Mame) t agernt-=handler (skillz) 2003-06-16 14:53.02 202.26.24.216 80.0.48.8 ICMP

Delete alert(s)
Ermail alert(s) (full) P = T
Email alert(s) {summary) uery Results
Email alert(s) {cs) @ Hﬂﬂﬂ
Archive alert(s) (copy)
Archive alertis) (move) Action

[action 3 = Selected | ALL on Screen | Entire Query |

[Loaded in 1 seconds]
Roma AirCERT

@ Doe FFFW
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517 3.14 fednams lyaudiudanstoya
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1 [ Y 1 ! @ %
Uszneudlreududnogaldszyuondu (Action) awqnlddamsnudoya
9 1
Msyngn laun
[ A 9 3 Y 1 A [

- Add to AG (by ID) lumaindayamsynIniuInguiaeunes AG lag

3$YNUBIAY ID VOINGN AG
I A qg.: v 4

- Add to AG (by Name) Humsiiudoyamsyngmiudinguaeuss AG

Tagseyronqy AG
3| A ' A o A 1
- Create AG (by Name) Wumstiunguiiouny AG lagssyyonqu AG
I Jd A @
- Delete Alert(s) Hlumsaumgmsalinouns
. I = o = 9
- Email Alert(s) (Full) Lﬂumimamaiﬂﬂizuﬂﬂazmﬂmayammﬂgﬂ
<
TR VRS TR
< 1 o

- Email Alert(s) (Summary) {umsdsdid laosziysioazideadoyans

yYngnuuUeagl

. [~ [BR= o ~ Y
- Email Alert(s) (CVE) @Wlumsdaawd lagszistgazidonvoyanisyngn

3 192.168.101.96 - ids - 55H Secure Shell I -1O] =|
File  Edit Miew ‘Window Help |

|
”nléﬁl.ﬂlEE|M|@|%|@k‘?‘”ﬂﬂuicktnnnect 1 Profiles

PINE 4._44 MESEAGE TEXT Folder: INBOX Messzage 96 of 98 ALL ;J
checksum=54736 id= =e
Date: Mon. 25% Aug 2803 21: 47 19 +@708
From: ACID Alert <{acidPlocalhost.localdomain’
To: wootPlocalhost.localdomain
Subject: ACID Incident Report

Generated by ACID vB.?.6b23 on Mon,. 25 Aug 280803 21 -47:-19 +A784

#d<1 — 37438> [28983-88-25 21:34:34]1 [arachNID3-154]1 [snort-4831 ICHP PING
CyherKit 2.2 Windows
IPv4: 292 _28_.24%_224 —>» 2082_28_248.236

hlen=5 TOS=0 dlen=92 ID=18157 flags=8 offset=80 TTL=84 chksum=47@885
ICHF: type=Echo Regquest code=8

checksum=54736 id= seq=
Payload: length = 64

AAA : AA AR AA AR AA AR AA AR AA AR AA AA AA AA AA AA
Hi# : AA AR AA AR AA AR AA AR AR AR AA AR AR AA AR AA

B28 : AA AR AA AR AR AR AA AR AR AA AA AR AA AA AR AR
B38 : AR AA AA AA AA AA AA AA AA AA AA AA AA AA AR AR .. ... ......cconn.

[ALL of message]l
Help i gIndex iy PrevMsg PrevPage 1] Delete il Reply
i/ OTHER CHDS M Ulewﬂttch HNextMsg oJud MextPage Undelete 1§ Forward -
Connected tao 192 168.101.96 [S§H2 - aes128-cbe - hmac-mds - rione. | B0s26 || | | NUM 7

Tugiuuvves CVE'

A o ' A P a ] <
719 3.15 @rvg1msdIdma laeszsieaziveatoyansynnuLaNFUuyY

¥ Common Vulnerabilities and Exposures (CVE®) is: A list of standardized names for vulnerabilities and other
information security exposures — CVE aims to standardize the names for all publicly known vulnerabilities

and security exposures.
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E192.168.101.96 - ids - 55H Secure Shell

=101 |

|| File Edt Miew 'wWindow Help

|H SR B2 e O8] % &N & uktome (] Pofies

FINE 4.44 MESSAGE TERT Folder: INBOY Message 97 of 98 ALL ;J
Date: Mon, 25 Aug 26883 21:52:35 +@A700

Date: Mon,. 25 Aug 2883 21:52:35 +A708

From: ACID Alert <acidflocalhost.localdomain’
To: rootPlocalhost.localdomain

Subject: ACID Incident Report

Generated hy ACID vB.?.6bh23 on Mon. 25 Aug 28083 21:52:35 +A788

#1-374381 [2003-88-25 21:34:34]1 282 _28.249.224 —> 202_.28.248_236
[arachMIDS.7154]1 [snort-4831 ICHP PING CyberKit 2.2 Windouws

[ALL of messzagel
Help MzgIlndex I PrevMsqg PrevPag [l] Delete ] Reply
) OTHER CHDS K UiewdAttch MextMzg 304 MextPag Undelete 1§ Forward

Connected to 192.168.101.96

-

S5H2 - aes128-che - hmacmdS -none [ G821 | (&4 2
~ o 1 1 o =
517 3.16 Avdamsdeda Ingszyseazideadoyamsyninuuvudsl

[ 192.168.101.96 - ids - SSH Secure Shell ¥/ o =]

|| File Edit Miew MWindow Help
|HaR 82 2 da

FINE 4.44 MESSAGE TEXT Folder: IMBOX Message 78 of 98 ALL :J

=1 | % | & n? “ &1 Quick Connect ] Profiles

Date: Mon. 25 Aug 20603 22:81:2%9 +@780

From: ACID Alert <acidflocalhost.localdomain’
To: rootPlocalhost.localdomain

Subject: ACID Incident Report

Generated by ACID vB_.?_6b23 on Mon,. 25 Aug 2883 22:081:28 +@788

v, 37437, “2883-88-25 21:34:34". ''282.28.24%.224", "V,

202 .28 .248 229", ", "[arachNIDS-15%4]1 [=nort-4831 ICHP PING
CyberKit 2.2 UWindows"

1v, "37438Y,. Y28003-88-25 21:34:34", “202.28.249.224", ",

v202.28.248 236", "', "[arachNIDS.154]1 [snort~-4831 ICHMP PING
CybherKit 2.2 Windows"'

[ALL of messagel
Help Mzglndex I PrevMsg PreuvPag 1] Delete il Reply
I OTHER CHMDS kg UViewAttch MextMzg Iilq NextPag Undelete

Iy Forward

Connected to 192.168.101.95 |S5HZ - aes128-che - hmacmd5 - none | 6821 | 8| 2

A o ' A P = Y]
zﬂ‘ﬂ 3.17 G]'J’f]fJ'Nﬂ'ﬁﬁ\‘lﬂluaiﬂﬂﬁguﬁ’]ﬂag!@Elﬂsllﬂylaﬂ’liuﬂﬁqﬂﬁluzﬂllﬂﬂﬂl@\i CVE

<3| 9 1 4
- Archive Alert(s) (Copy) tHumsduundoyamsyngngdgudoyadu

a

. .
- Archive Alert(s) (Move) ilumsénedoyamsyninggiudoyadu
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) @ U U o o s
dmsuamtjudanie Tauniu Selected T¥dmsudonmwizmansaind
o A v 4 D Yo o A ‘o A
MINUATOIHNIGYNHUUNANITUNIY 11 ALL on Screen 155 U@DMHAMIANIMNAT
a d % U o [
Usinguunihie naszuaana 50 imagmsainenilanive) naziju Entire Query 14d sy
k4
iHonmaM I narua
348 druuaaanalugiuuunsvln (Graph Alert Data)
Tdmsuuaawaluglupunsiln Taemsimuasiear nquieuss AG

WN']EIL@“IJW@{G]&)‘L!T]N-ﬂEI'IEJT]N Lmzﬁil'lﬂlﬁ"llvlﬂﬁllﬁlmﬂiﬁ

2} ACID- Graph Alert Data - Microsoft Internet Explorer
File Edit. “iew Favoites Tools Help
= Back 5 = 5 @) 24 | @A Seach [GlFavortes Media o8 | %% S8 W >~ o2
Addiess @ http: A4192 162,101, 96 /acidacid_graph_main.php
Graph Alert Data :::‘::h AG Maintenance
[ Back ]
Added 238 alert(s) to the Alert cache
Chart Title: |ACI0 Chart Sarnplel
|Chart Type: ISrl: IP address vs. Number of Alers LI Chart Period: ]m
‘Size: (width % height) |EDD ® |4DD
_ Plot Margins: (left x right x top x bottom) |50 = |0 x |70 x [0 |
Plottype: ¢ har ¢ line  pie N \
Chart Begin: |0 =115 =l|august =]|z003 =]
Chart End:  |O =l =l[august =] !'_2003 =] Graph Alerts |
| X Axis ¥ Axis
B&"‘(’a Source: I{ data source (AG) }LI | T", Y.axis logarithmic
Minimum Threshold Value ( >=): [0 I~ Show Y-axis grid-lines
. Rotate Axis Labels {90 degrees)
™ Show X-axis grid-lines
Display X-axis label every |1 data points
=
AT ST i

31 3.18 Medmslsnudiunaanalugiuuunsiin

R ACID: Graph Alert Data - Microsoft Internet Explorer il oy ] [
Fil=  Edit isw Favoritss Tools  Help |ﬁ
T 24 | Dhseach [ Favortes EliMedia o8| 5% B WF » 2
Address [&) hutp://192.168.101.96/ acid/ acid_graph_main.php =] @Ge | Links >

=
Mo AG was specified. Using all alerts.
ACID Chart Samplel
Source IP wvs, Number of Alerts
O =23
2%

147 T L e

’ O =1

4 | =0

| 19

1z

= o 17

2k O 18

2%

i O 15

O 14

=] &aks

3% | M 12

1% |@ 11

(4 B 1o

= @

| s

= -

H s

18% a3 = oo

H 4

W 3
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