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1.1 2

FIELD  NAME TYPE LENGTH DECIMAL QUALIFICATION

HCODE C 5 0   (Left justified)

HN C 9 0

 5   (Left justified)

CHANGWAT C 2 0

AMPHUR C 2 0

DOB D 8 0 . .

SEX C 1 0 1  2 

MARRIAGE C 1 0

OCCUPA C 3 0

NATION C 2 0

PERSON_ID C 13 0

1.2
HCODE HN CHANGWAT AMPHUR DOB SEX MARRIAGE OCCUPA NATION PERSONID

12 Null 48 1 2/1/1977 1 1 111 99 null

12 Null 48 1 5/2/1970 1 1 112 99 null

12 Null 48 1 9/6/1968 2 3 113 99 null

1.1

1

 2 

PERSON_ID HN

PERSON_ID HN

(Re-Identification)
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(Overlap)
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HN (Hospital number, )

AN ( ) HN

AN AN

1.1 AN

 AN 
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1.5  PTTYPE 

1.4 AN PTTYPE AI, AJ, AK 

AL 11

DATE, TOTAL ( )  PAID ( )

TOTAL
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11

TOTAL  PAID PAID

DATE 11

1.4  ( )

A1

A2

A3 . *
A4 . *
A5 . *
A6 . *
A7 . . .
A8

A9 .  3 
AA  0-12 
AB 

AC 

AD

AE 

AF /
AG

AH

AI

AJ

AK
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1.4  ( )

AL 

UC 

1.5 11
FIELD  
NAME

TYPE LENGTH DECIMAL QUALIFICATION

HN C 9 0
 5   (Left justified)

AN C 9 0
  (Left justified)

DATE DATE 8 0
. .

TOTAL N 7 0

PAID N 7 0
  = 0

PTTYPE C 2 0  = 10

 AN, PTTYPE, DATE PAID

 (Quasi-Identifier)

AN
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HN AN DATEBILL TOTAL PAID PTTYPE

null 11 11-Jan-08 3500 0 A2

null 12 23-Jan-08 4500 1000 AI

null 44 25-Feb-08 2330 330 AI

null 43 20-Feb-08 4300 0 AI

null 45 27-Feb-08 800 800 A1

null 56 1-Mar-08 7000 1000 AI

null 77 10-Apr-08 5000 5000 A1

null 78 20-Apr-08 6000 0 AI

null 59 15-Mar-08 6000 0 A2

AN DIAG

11 I10

12 F10

44 B20

43 I10

45 F10

56 B20

77 I10

78 F10

59 B20

NAME SURNAME CAREER DATEBILL AMOUNT

112 20-Mar-08 6000

111 28-Feb-08 4300

111 31-Jan-08 3500

1.1

1.1 SOCIALSECURE

11 CHT 

12 9 IDX

12 DIAG ICD-10

[2] 3 I10 = High blood 

pressure, F10 = alcohol B20 = Human 
Immunodeficiency Virus (HIV) 

3  1 

Internet

SOCIALSECURE AMOUNT

6000 AN 56, 78  59 11

CHT AN 78 59 TOTAL 6000 AN
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 56 TOTAL PAID 6000  3 AN

78 56 PTTYPE AI

AN 78 DATEBILL DATABILL

AN 78 AN

78 IDX F10

Alcohol

k-Anonymity

[3] [4] k-Anonymity 

k-Anonymity 

(Quasi-Identifier) k

(Hierarchy)

k-Anonymity 

 DATE 0

/ /  1 / / 2

/ k-Anonymity 

2 Alternative  Full-Domain Alternative

Full-Domain 

Full-Domain 

1.2 AN, DATEBILL, TOTAL 

PAID DATEBILL

DATEBILL 0
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1 k-

Anonymity k = 2 

2 2-
Anonymity

AN DATEBILL TOTAL PAID PTTYPE

11 11 . .  2008 4500 0 A2

12 23 . .  2008 4500 1000 AI

44 25 . .  2008 2330 330 AI

43 20 . .  2008 2300 0 AI

45 27 . .  2008 2800 2800 A1

56 01 . . 2008 6000 1000 AI

77 10 . . 2008 7000 7000 A1

78 20 . . 2008 7000 0 AI

59 15 . . 2008 6000 0 A1

AN DATEBILL TOTAL PAID PTTYPE

1* * . .  2008 4*** * A2

1* * . .  2008 4*** * AI

4* * . .  2008 2*** * AI

4* * . .  2008 2*** * AI

4* * . .  2008 2*** * A1

5* * . . 2008 6*** * AI

7* * . . 2008 7*** * A1

7* * . . 2008 7*** * AI

5* * . . 2008 6*** * A1

1.2 k-Anonymity

k-Anonymity

k-Anonymity 

 (Generalization

Level) (AN:2, DATEBILL:1, 

TOTAL:3, PAID:5, PTTYPE:1) 1.2
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DATEBILL  1  ( (AN:2,

DATEBILL:2, TOTAL:3, PAID:5, PTTYPE:1) ) k-Anonymity 

k-Anonymity

 [5] (Optimal Algorithm) 

 (Distortion Ratio: GMC )

 (Frequency-based Classification: FCMC )

k-Anonymity GMC FCMC

(Associative Classification) 

1.3 (Classification 

Correction Rate: CCR )  (No-gen)

 (Optimal) 

1.3 k CCR [5]

k-

Anonymity  (NP-hard)

 (Exponential) [6]

MCCRT (Minimum Classification Correction Rate Transformation 

0.0

0.2

0.4

0.6

0.8

1.0

2 4 6 8 10 25 75 12
5

17
5

22
5

27
5

32
5

C
C

R
 (%

)

k

No-gen

Optimal



10

algorithm) 

( log )O n n

MCCRT

1.4 [6]

1.5 k CCR [6]
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MCCRT

MCCRT (Classification 

Correction Rate: CCR )

CCR CCR CCR

S (Sequent of novel heuristic algorithm 

MCCRT) S

0 S

k-Anonymity 

k-Anonymity

Associative Classification 

Associative Classification  ( 1.5)

 ( 1.4)

MCCRT CCR

FCMC MCCRT

k-Anonymity MCCRT

k-Anonymity k-

Anonymity

k-Anonymity

(One-time fashion)
MCCRT

MCCRT

S k-Anonymity

k-Anonymity

k-Anonymity k-

Anonymity 10

k-Anonymity 10
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k-Anonymity 

k-Anonymity

MCCRT ,

k-Anonymity

1.2

k-Anonymity 

[7]

MCCRT

MCCRT [6] IncSpan

[7]

k-Anonymity

S (Sequent of novel 

heuristic algorithm MCCRT) CCR

MCCRT

1.3

[1]
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Sweeney [3] k-Anonymity

k-Anonymity

Sweeney [4]  k-Anonymity 

 Precision metric 

[5]

 (Distortion Ratio: GMC )

 (Frequency-based Classification: FCMC )

Associative Classification

[6] MCCRT

Associative Classification

k-Anonymity CCR

k-Anonymity 

( log )O n n

Cheng [7]

6
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Wong [8] k-Anonymity 

1.4

 1.4.1 

1.4.2

1.4.3 MCCRT

(Minimum Classification Correction Rate Transformation) 

1.5 /

1.6

 1.6.1  ( )

 1.6.2  UCI 

Repository [9] 
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1.7

1.7.1

1.7.2

1.7.3

1.7.4

1.7.5

1.7.6

MCCRT

1.7.7

1.8

1.8.1

2.0 GHz Intel core 2 Duo notebook 
4 Gigabytes main memory 

1.8.2

Microsoft Windows 7
JDK 1.6
NetBean 6.7.1
WEKA Data Mining Software


