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Abstract

Nowadays, Internet users face lots of threats such as spam, phishing, worm, spyware,
Trojan, and botnet. Many studies have been conducted in order to find suitable ways to detect
these threats. This article focuses on detecting the botnet traffic by analyzing botnet behavior

where its control command traffic between botmaster and botnet are in specific patterns.

The study investigates botnet detection method using Supervised Fuzzy C-Means with
proper feature selection. The features in this study are frequency of 256 ASCII in a data block. In
addition, the comparison with K-means and Fuzzy C-Means using 256 ASCII frequency features
are also investigated. Traffic data used in the experiments are from simulation models of 2
sources, 1) modified botnet traffic clusters where IRC transmission channel is replaced with TCP

channel, and 2) general internet user traffic information in various working environments.


http://www.doc.eng.cmu.ac.th/sansanee.html

